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Abstract. This work considers the problem of VPN provisioning and focuses
on the process of dimensioning the links belonging to the route connecting
VPN endpoints, in order to support the specified traffic demands. To
accomplish this, we propose a new model, Accurate Hose, which ta&es i
consideration a complete or partial traffic matrix. It supports group based
bandwidth requirements, while maintaining the advantage of the point-to-
multipoint style of shared provisioning and flexibility already seenhm t
traditional Hose model. Furthermore, it is shown that the AccurateeHos
model reduces VPN resource allocation when compared to Hose and that the
more precise the traffic specification is, the more optimikedathieved VPN
provisioning becomes.

1. Introduction

A Private Network(PN) is a network where existing links are used exelihgi and
built using its own or third party circuits (erame Relayor ATM transport network).
A Virtual Private Network(VPN) may be seen as a privately owned network while
actually built over a public infrastructure, such as theerhet, or over an access
provider’'s backbone. Usually VPNs are implemented usingyptext tunnels, therefore
offering data traffic high levels of confidentiality argkcurity as in real private
networks [7][8] while maintaining scalability, accesstyiliand operational costs at
competitive levels [1][2]. Current estimates put WAN csavings between 20% and
47% when exchanging dedicated access links by VPNs [11] anch&er up to 60%
to 80% cost gains when upgrading from dialed access to fPtie case of corporate
access [10]. VPNs are equally attractive from the prowsdpgint of view since, in
addition to selling competitive access technology tdosuers, these may be used to
embed some new value-added services such as security manageongdrt,
consulting, integration of new emerging multimedia s&wvitcluding voice over IP
(VolP), e-commerce etc [2][6].

In summary, a VPN may be regarded as a set of geographspadlad endpoints with
links spanning between them in such a way that traffic otigigpaat a given endpoint
may only be accessed by other endpoints that are pdue shme VPN. Its lifespan may
vary from as little as few hours such as in the cdse wdeo conference marking a
special event to as long as a number of years a icade of VPNs for Intranet traffic.
Although physically a VPN shares the same network sifuature with other VPNS’
users, there is however a natural logical separatidiPdf traffic that allows it to define
network level information such as its own addressing spaaéng techniques etc.

Using VPNs for the establishment of advanced applioativith stringent Quality of
Service (QoS) requirements remains a challenging restgichto pursue. We chose to
look into some the issues this problem raises in the gresaty. Currently a common



practice is the use of Service Level Agreements (Slfigxsddequate VPN provisioning.
Furthermore, the emergence of some traffic enginedegolgnologies such as MPLS,
RSVP-TE and, more recently, a combination of MPLS B@P [9], has allowed the
deployment of VPNs with explicit routing over IP netk®, while ensuring some levels
of QoS to end customers. However, the issue of VPN mdmaing and adequate
provisioning remains open for further research when consglé¢hie optimal use of
subjacent networks.

In the process of establishing a VPN over a network sampertant steps need to be
executed. The first one is to know which are the endpaiotmposing the VPN, the
traffic demand and the QoS requirements among the erdpdime second step is to
find a path across its endpoints while assuring that thafigaeQoS requirements can
be respected, if any, which is known to be NP-completblgmno [2][5]. In other words,

it has no known algorithm that computes an optimal salutigoolynomial time. To be
more accurate, the problem is defined in the following:vgayen a network of nodes
and bi-directional links, where to each link a set aflaites (e.g. bandwidth, delay) are
associated and given a set of VPNs, with each VPN hawvisgt of endpoints and
constraints between these nodes that must be obdséhem one needs to find a set of
paths that connects the endpoints of each of the §iiAs such that the constraints are
maintained and that a minimum use of the resourceste nin order to deal with this
class of problems, it is possible to build some heusigatgorithms) that, in many cases
are capable to lead to a “good” solution, assuming thaala@ys the optimal solution
is reachable. These paths connecting the VPN endpointsleee aVPN route Some

of such heuristics have been proposed, for exampld],ifig] and [3], which output a
treeas a solution for th&PN route

Once one have found a valid path across the endpasitgy a suitable algorithm, the
third step is to dimension each of its links over the nétwn such a manner that the
specified traffic among endpoints can flow accordingdgnce, we must compute the
amount of resources (bandwidth) to be reserved on aakhnl order to admit the
expected traffic. This process is defined as the computafitile VPN cost, oVPN
Provisioning The final step is to map the VPN route and resultirigrmation about
the resources that need to be allocated in each liokanspecific technology (e.g.
MPLS with BGP [9]) and actually deploy the VPN over tiggwork.

This work focuses in the VPN Provisioning stage. It is assuthat all prior stages
were already conducted and we have on hands the VPNisaggaif (endpoints and the
traffic demands among them) and the VPN tree, thdahésfree that connect the VPN
endpoints. We will first explain and discuss in detaiiseaisting mathematical model
used to accomplish this task, known &ks€, and proposes a new model, we called
“Accurate Hosewhich supports a more flexible traffic description bas@dcomplete
or partial traffic matrix, and is able to take advantafja more detailed description to
optimize VPN resource allocation.

We start by introducing some important notations used aloisgpaiper. The network
used for VPN provisioning is modeled as a bi-directional gaph(V, E) whereV is a
set of nodes anl a set of links spanning across them. For each(iljjkunidirectional
bandwidth attributes are associated. ThePsétV refers to the VPN endpoints and the
notation|S| indicates the number of elements present in th&s8t{s} represents the
remaining nodes from the subtractiorsdfom the sef.



This rest of this paper is organized in the following w&egction 2 discusses the
terminology, the main concepts behind Hesemodel, its mathematical formulation as
well as presents related work. Section 3 proposeAd¢harate Hosenodel that has the
added benefit of further lowering traffic provisioning costen some prior knowledge
of VPN traffic demand characteristics is exploredséation 4, the performance of the
Accurate Hosemodel is evaluated showing its gain over the sinhidse Section 5
concludes the paper and lists related future open ressavels.

2. The Hose Model for VPN Provisioning

There are basically two ways in which to provision Qo$he VPN context: using the
pipe or Hosemodels [1][2][4][5]. Under theipe model, a VPN costumer specifies the
QoS requirements between each pair of its VPN endpoifitgs requires prior
knowledge of the entire end-to-end traffic matrix. THese model, as originally
described by Duffield teal. in [1], characterizes a traffic aggregation originate@ra
endpoint and spanning towards all the other VPN endpoihts.Way, aHosesupports

a traffic style that is different from the traditmirpoint-to-point as seen in the previous
pipe model. It allows VPNs to take advantage of the gokmultipoint style of shared
provisioning with added flexibility and simplicity. Kumat al later introduced in [2]
new mathematical and more rigorous notations for congpMPN cost with théHose
model. In their work, Kumar et al. also suggested the fisetoee (a graph with no
cycles) to interconnect VPN endpoints (also calledvdl routd, and proposed some
algorithms for calculating the VPN route.

The argument favoring the use a tree as the VPNergubased on some interesting
properties that these structures represent. Firstistnef trees to connect three or more
points results in a link being shared by different pairgoihts. Second, trees are
scalable from the point of view of routing and path backughe face of failures [5],
which is very important for the practical deploymentVéfNs. Last, the lack of loops
simplifies the algorithms used for path building and manageéme
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Figure 1 —Atree T and two Trees T4(4’5) and T5(4’5) resulting from the
removal of the link (4, 5) from T.

A VPN specification using thélose model consists of two parts: a) a set of nodes
P [7V, corresponding to the VPN endpoints; and b) for eauwtipe@int p /7P, we

associate two traffic attribute}on and Bf,”t, that are the ingress aggregated traffic

(arriving atp) and the egress aggregated traffic (leayghgespectively with regard to
all the other VPN endpoints at any instant. Based orsfigsification, a VPN could be
provisioned to guarantee the indicated traffic requiresent



The cost of a VPN to be provisioned using Hese model may be defined as in the
following. Consider a tre& and a link(i, j) T (see Figure 1(a)). Note that the removal
of this link (i, j) rom T produces two disjoint components: one on the sideanfl the

other one on that g¢f Let us denoté’i(i’j) the component on the side of nadesulting
from the removal of linKi,j) from treeT and Tj(i’j) the component on the side of ngde
resulting from the removal of nodg j) from treeT. For example, Figure 1(b) shows
two component§,“*® e T,*®, as a result of removing, 5) fromT.

We also denotePi(i’j) and Pj(i’j) the sets of VPN endpoints contained in the tf’é@’é)
and Tj(i’j), respectively. For example, from Figure 1(b), we h&/&> = {1, 2} and
P.“9 = {6, 8, 10}.

Considering the link(i, j) connecting endpoints froF’p(i’j) and Pj(i’j), the egress
aggregated traffiéPiOUt(i, j) that should flow ir{i, j) fromi to j is given by:

WG ) = X popt Bp™ (1)
Similarly the aggregated ingress traffi¢” (i, j) of endpointsP"", in other words the
traffic they can receive, is limited by:

LIJ}n(i,j):ZpDPj(i,j) BiFT @)
Since it is not necessary to send to endpoift¥ more traffic than they can receive,

the total traffic C1(i, j) crossing(i,j) should be the minimum of the egress traffic
aggregated &) and ingress traffic aggregatedl%}(i") . Hence:

Cr (i, ) = min{ WG, ), wI"G, )} , or

Cr (i,j)=min{Zpri(i,j) BB”t,ZpDPj(i,j) B}?} 3)
Once we have established how the individual costagh link is computed, we define
the total tree cosEr, as the sum d+(i, j) for all (i, j) IT:

Cr =2 por Cr @) @

3. The Accurate Hose Model

The originalHosemodel presents a serious practical limitation: boginass and egress
aggregated traffic requirements are specified for a givelpant relatively toall the
other endpoints. This makes it impossible to establegmarately, requirements from an
endpoint to another one or another group of endpoints,teotgdhat clearly may be of
practical use in VPNs. In order to overcome this drawpac new model named
Accurate Hosels presented, whose mathematical model was formulateslipport
group based bandwidth requirements while maintaining the bemdfithe point-to-
multipoint style of shared provisioning and flexibility seet{ose

Using theAccurate Hoset is possible establish the cost of a VPN tree basea
complete or partial traffic matrix. The complete flimMatrix P shows the aggregated
amount of traffic between all individual elementdPofThe process of deriving accurate



individual traffic demands between endpoints frBris a complex task [12] because it
reflects the total knowledge about traffic between eaahgbéandpoints of a VPN. A
partial traffic matrix is a traffic matrix where itews not always have a value for each
column. Instead, it has a value meaning a traffic demanbetdistributed to some
columns (a group of endpoints), without any precision.

Often, the total traffic matrix is unknown and itasly possible to have a partial matrix
instead [13]. TheAccurate Hosemodel takes into consideration complete or partial
traffic matrix information, and the more complete thatrix is, the more optimized the
VPN provisioning achieved will be.

We show that théccurate Hosenodel reduces VPN resource allocation. For example,
consider the network illustrated in Figure 2(a), where entipainB, C, D andE of a
given VPN are connected by a tree (darker lines). Endpdinind B have traffic
demands 10Mb/s to each other (ingress and egress) and 4dMike remaining
endpoints. Endpoint® andE have the same configuration. We say thaandB and
points D and E form two demand groupssay g: ={A, B} and g.={D, E}. In a real
scenario, these endpoint groups may represent regiomgacty offices, or groups of
distributed data servers (web servers, database 9Sersewsounded with regional
customers (a formal definition for demand group is pregdater).
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Figure 2 —=VPN Cost with Demand Groups Computed (&)  using the Hose model
(cost=168) and (b) using Accurate Hose model (cost=120).
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This type of traffic specification (detailed and group bas=dinot be handled by the
Hosemodel which provisions links according to the highest alesedemand in each
endpoint (in our example, 10Mb/s 8¢B,D,E and 4Mb/s forC). On the other hand the
Accurate Hosemodel is capable of considering differentiated demandsadlacating
only what is really necessary at each link, hence “oongi’ the local traffic of demand
groups and reducing VPN provisioning costs in these casesnifim@um bandwidth
values needed for all the links using both models are shoWwigure 2(a) and Figure
2(b), respectively. The total VPN cost was 168 Mb/s fertrtbsemodel as opposed to
120 Mb/s when using tha&ccurate HoseSuch a difference is due to the fact that the
cost is computed, in the case of thecurate Hosgconsidering only traffic that actually
flows through it. Hence, in calculating the cost okl{k,G), for example, the traffic of
10Mb/s between endpoingsandB is not considered, as we will show later.

3.1. Computing VPN cost usingAccurate Hose

Before that the mathematical model fAccurate Hosebe present in details, some
definitions are first introduced.

Definition 1: A demand group 77° O P—{p} for an endpoinp of a VPNP is a set

of endpoints that excludgsand for whichp have a traffic requirement (ingress or
egress). Each endpoinplP can have as many as demand groups, where



(I=sn<|P]) and we denoterriIO as thei-th demand group op. Furthermore, all

demand groups are disjoint and complimentary, thatﬂigl___nﬂip =0 and

Ui:],___n”ip =P—{p}. In other words, an endpoigtcannot participate in more than

one demand group @ and the union of demand groups for any endppintust
include all the other endpoin®—{ p} .

Definition 2: A Requirement value Qg‘ (a) is a non-negative value representing
the requirement from an endpojmto a demand groug” with respect to the QoS

parametera. In this paper, we consides 0{B",B°%, where B" and B°"
represent the aggregated ingress and egress enttpéfin, respectively.

Given the above definitions, a VPN specificatioringsthe Accurate Hosemodel
consists of the following components:
a) A set of endpoint® 7V,

b) For each endpoim/P and a O{B™,B°"}, a list NG ={7z", 7z} ..., 10} of
demand groupsf p.

c) For each demand groug” of p, a setQ,(a) ={Qy (a):0<i <|P}, where
a0{B",B°“ is a specific QoS parameter a@fj (o ade positive values

indicating therequirement valuedor endpointp related to a set of other
endpoints7z U P, while taking into consideration QoS parameter

Note that the demand groups and their respectiyeiraments values can be supplied

independently for eachr [{ B, B°Y} | allowing complete flexibility and independence
of traffic specification for ingress and egreséficta

In order to identify which element from the 9@ (a répresents a requirement value

from an endpoinp related to another org with QoS parametex, we definedg (a)
as:
Qp (@) if thereisa 7" suchthatqO 7. In this
5? (a)= caseupdateG =G - 77" (5)
0 elsewhere

Assuming that a solution to the problem of intersestingP endpoints is given by tree
T, whereP [J T, and considering the ling, j) from T connecting endpointsﬁ’i(i’j) to
Pj(i’j) , the aggregated egress trafte™"(i, j) that should flow acrosg, j) fromi toj
is given by:
p(i:])
PPN D =T ot G (B ©



Meanwhile, the aggregated ingress traffi¢ (i, j) of points P!, in other words what
these endpoints may receive, is limited by:

oG )= . Jp,(i’j) gin
)] mepj(u) o (BY) (7)

Therefore, the total traffi@-? @i, j) that could flow(i, j), fromi toj, under the Accurate
Hose modgewill be given by:

Cr ) =min{o?'(;, ), @1 (. ) ®
Once we know how to estimate the cost of each iddal link, we defineCr, the total
cost ofT, as:

Cr = orCr .1 ©
Note that link costs are differentiated accordimgraffic direction.

Based on the formulations above, the use offtteurate Hosemodel for representing
VPN costs yields a cost that is at most equal &b ofi theHosemodel, but, depending
on topology and traffic matrix, it can obtain gainsresource allocation for the VPN
provisioning process.
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Figure 3 — How the models dimension the links fort  he traffic flow: Hose (a) and
Accurate Hose (b).
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In order to better understand the mathematical neesented, consider the example
shown in Figure 3, which presents a network witiNv#hdpointsA to E. If the traffic
demand fromA to all the other endpoints is known to be 10 yrtit® Hose model
understands that the traffic will flow as shown kigure 3(a-1) and provisions
(dimension) the links as shown in Figure 3(a-2}hva total of 60 units. On the other
hand, if there is a more precise knowledge abautrtffic distribution, say that demand
from A is not expected to be 10 &l the endpoints but 7 only frodto B and 3 to the
remain endpoints, for example, tAecurate Hoseas able to understand that the traffic
flow can be as shown in Figure 3(b-1) and provigima links as shown in Figure 3(b-
2), with a total of 29 units.



Next, two theorems are presented in order to formallynadestrate that the
mathematical model presented faccurate Hoseyields to provisioning VPNs with
lesser cost, and that it can be used as a general mbelelcompared tblose

Theorem 1 The cost computed for a tr&@econnecting the point8 using theAccurate
Hoseis always lesser than or equal to that cost computeldeltyasefor the same tree.

4 Proof: One have to proof théf} <Cq,or CT (i, J) =G5, j). Substituting equations
(3) and (8) we have to proof that

(@,7) i . .
. P R .
m'”{ZpDaw 5 (B, Tyen oy (B" )}S min{ 3. R, Xt BY -

Wherefore, it is sufficient to proof that both expressifa] e [b] bellow are true.

(.5
=
@] X pp Op - (B <Y pih B
i Fi(i’j) in .y pin
[b] mepj(u,n sy (BM<Y pDPj(I,j) Bp
Now, since all terms in [a] and [b] are surhy 6f positive values, it will be equivalent
if both expressions [c] and [d] bellow are proverbe true for every endpoiptand all
possible link(,)).
p(1) R _
[c] 5, (B™")<Bp" [dp, ~ (B™)< B}

It is intended to prove that an expresstogy is true showing that >y never occurs.
We start showing that (c) is true and extend thmeesaonsiderations to statement [d].

Note thatég(BOUt) returns the sum of egress aggregated traffic fpamall elements
of the specific seG, whereG= Pj(i’j) , that is, the endpoints in the sjdef the link(i,j).
First of all, we recall thaBgUt is the sum of the egress aggregated traffic focimall

the other points ancBiF? is the sum of the ingress aggregated traffic mgivn p from

. ~plid) a0 ,
all the other points. Hence, the relatiofg  (B°)>Bp" and 5;)' (8™)>B}
could never be verified true.
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Figure 4 — (a) A VPN tree with endpoints
g are into the same demand group of
different demand groups of

p.

p, g and r ; (b) a specific case where
p ; (c) a specific case where

r and
rand g are in

Now, consider Figure 4(a), Figure 4(b) and the Fagd(c), wherep, g andr are any
endpoints chosen aifdj) is any link under analysis.




By the definition of functiondg(a), where in the case (c) we hag= Pj(i’j) and

a =B the aggregate traffic fromto any other point, say contributes to the cost of
link (i,j) only in two situations:
O if all other endpoint® -{ p} are on the same siglef link (i,j), as shown in
Figure 4(a)j.e. Pj(i’j) =P—{p};or

@ if there is a seB with at least one endpoint belonging to the sasmahd
group of any endpoint in the sigef link (i,j). In other words, if there exists

a set S={s:q0 Pj(i’j), s,q07" }, SOP-{p}. An example, it is the
specific case shown in Figure 4(b).
__plid) o o
When @ or @ occurs the expressiody (B = B?,“t is verified true and, in this
case, the cost computed by thecurate Hosés equal to that computed bipse

However, if none of situation® or @ occurs, that is, if there exists at least one
endpointr that is not in the same sig®f link (i,j) (or r O Pj(i’j)) and not belonging to
the same demand group of any endpoint in the sade js in other words,
DqDPj(i’j)D T DPj(i’j),qDﬂip,r O7z° (as shown in Figure 4(c)) then, the function

(i.1)
55’ (B°“YY won't add the traffic fronp to the demand group containig This way

- plid) o _ _
the expres.smﬁpJ (B < BS“‘ is verified true, proving the truth of [c], as waegd
to the entire proof. Also note that is straightfard/to apply the same considerations
made fora = B also toa = B™, that is, the case [d]. Since the statementsrc]al

are based on [c] and [d], respectively, they ase &bie, which proves the theoretn.
Theorem 2 TheHosemodel is a specific case of tAecurate Hosenodel.

4 Proof: A VPN traffic specification usingccurate Hosean be expressed usiHgse
when each endpoinp has only one demand grouplp comprising all the other

endpoints P-{p } and the valuesQ(B™) =B} for the ingress traffic, and

le(BOUt) = BB“t for the egress traffic. This way, the cost comgugethe same using

both models, that isC} (i,j)=C+(,]). To prove this it is sufficient to expand the
eqguation (8) forC? (i, j) and the equation (4) faZy (i, j) to

) pl.i) Q. . ) .
mm{zmﬁ“'”apj (B°), mePj(i'j)5§ (Bm)}:mm{zmﬁ“'”BOUt’ZpDP,-(i"')Bg]}

Note that, since there is only one demand groughe equivalent description using
Accurate Hosgthe functionJS(B'”) always return@S(Bi”) :le(Bi”) = Bg‘ and the

function 5 (B*") always returnsd (B°") = QL (B°") = B!, where G = Pj(i’j).



Hence, any specification using thse model can be expressed using Aerurate
Hose model without loss of semantic, with the same costtlie correspondent VPN.

Thus, we conclude that théoseis a particular case éfccurate Hose¢
3.2. The complexity of Accurate Hose

In terms of storage thdoseModel has complexit)O(2|P| ), since it needs to store two

arrays for traffic demandﬁ‘,?,Ut and Bg‘ for each endpoint. For th&ccurate Hose

model, an additional matrix having a variable number dtirnas for each row,
depending on how the demand groups are formed is stored. Theusstdrage

complexity forAccurate Hosas O( 2 P|(n+C)), where|P| is the number of endpoints,
plexity p

n is the number of existing demand groups dahdis a constant which takes into
consideration an extra data structure to control the@gé of the demand groups.

The computational complexity for tHdose model isO(IongD), assuming that the

traffic demands are stored into a binary tree. Theyaisalof the computational
complexity of accurate model is basically an analysih® computational cost held to
find arequirement valuésee Definition 1) for a specific demand group, sinceishise

core of the functionb'F',D (a), described by (5), which is used to comp(tﬁe, the cost of

P-1
the VPN. A detailed analysis c:ulminates(’rlngog2 Dj, where |P| is the number
n

of endpointsn is the number of existing demand groups Bnd the average size of the
demand groups. The complete analysis is not sheasn tue to the space constraints,
but it is shown in details in [3].

4. Evaluation of the Accurate Hose Model

As earlier shown in section 3, tlhecurate Hosanodel, proposed in this work, makes
additional intelligent use of more detailed tiafspecifications between VPN
endpoints. In order to evaluate its performancecareducted two different experiments
using a diverse set of topologies, modeled frorhaemmercial and research networks
such as AT&T [16][17], GEANT [15] and RNP2 [14],chalso a fixed topology of the
Manhattan type with 500 nodes. Due to space réstig; only the results for AT&T
and Manhattan topologies are shown in this papeforB computing the cost of the
VPN usingAccurate Hoseor Hose models, it is necessary to calculate the VPN tree
connecting the VPN endpoints. The results showhigpaper were obtained using the
algorithmcomputeTreeSYmvETRIC presented in [2]. However, 11 more other algorghm
mainly proposed in [1], [2] and [3], were testedepwa variety of networks and the
results were similar to those presented here.

1 2 3 4 9 12 100
Figure 5 — Demand Groups Formed by endpoints in equ  al size regions



In the first experiment, VPNs are created over thevokks in such a manner that its
endpoints form demand groups (see Definition 1, sectiomt8)geographic regions
over the topologies. The matrix representing thefitradistribution between the
endpoints was established in a way to creatdéemand groups, hence dividing the
geographical area into equal size regions, as shown in Figure 5. Endpointsiquosat

in a common region form a demand group and a traffic xarbuilt so that the
internal traffic volume (within the group) is at leasteftimes bigger than the external
traffic (traffic between groups). In the simulatedras@s,n has been varied from 1 to
100, where for each, 300 random VPN replications were analyzed, each VRN wi
size equal to 20% of the network (in number of nodes).

Manhattan Topology - Reduction in Resource Allocat  ion AT&T Topology - Reduction in VPN resource Allocatio  n
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i using Accurate Hose
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Figure 6 — Provisioning gain of the ~ Accurate Hose model over the Hose model
for Manhattan (left) and AT&T (right) topologies.

Figure 6 shows the average curve with an asymptotic confidenet¢ of 99% for
Manhattan (left) and AT&T (right). The values represgemeduction of the VPN costs
obtained in the case of th&ccurate Hosemodel as compared to thdose model
considering the number of demand groups shown over theohtal axis. With only
one demand group, no cost difference is noted betweemwth@pproaches once all
endpoints have the same traffic demands and, theretbeze is no additional
information on the traffic to be considered by Aexurate Hosenodel at this stage. As
the number of demand groups increases,Abeurate Hosemodel outperforms the
Hosemodel by lowering its VPNs costs. Its gain varies leetw0% and 34% with 1 to
10 demand groups and 34% to 46% with 12 to 100 groups in the Manbedizario.
For AT&T topology, the results also vary with the ruen of demand groups, but the
obtained gain reaches 13% with 12 demand groups, up to 20% wdbn2and groups
and up to 22% with 26 demand groups. The smoother curve frarthditan results can
be explained by its regular topology and shorter linkslding to a major number of
connected endpoints within demand regions, while in th&TATopology links are
longer, resulting in the opposite.

Despite Manhattan being an ‘unreal’ topology, its useémgortant to grasp the

asymptotic behavior of both models. The results for tepblogies, however, are of
more practical interest and show thfatcurate Hoseeduces the resource allocation
allowing lower utilization and more VPN allocation o¥be network.

The Accurate Hosanodel, on the other hand, presents a higher computbtiostathan
that of theHose as we have shown in section 3.2. We observed in theriexgnt that,
on average, the additional computational cosAafurate Hosavas around 49%, with
values ranging from 0% to 84%. This is due basically taudeof more complex data
structures for the storage and search over a larger desearelated to each endpoint.



Since Accurate Hosepermits a more detailed traffic specification betweedpoints,
we conducted a second experiment to detect the relagiobshiveen the precision of
traffic matrix and the gain obtained Bygcurate Hose

We define Ay (a) , theprecision of a traffic specificatiofor an endpoinp with relation
to the other endpointB —{ p}, as:

n-1
|P|-2

wheren is the number of demand groups fr| P | is the number of VPN endpoints

Ap(a) = (10)

and a O{B",B°"} (we can have different precision for ingress agdess traffic).
Using this definition, we have € Ap(a) < 1, and the precision is a scale indicating

how precise is the traffic specification. We hakg(a) =0 when an aggregate traffic is

indicated for all other endpoints (only one demaydup, as inHose model) and
Ap(a) =1 when a specific traffic demand is specified safedy for all other endpoints

(a complete traffic matrix with |P|-1 demand groigpssed).

Since Ap(a) gives the precision for a specific endpoint, wénge A(a), the precision
of the entire traffic matrix as the mean of ea&}(a) . Hence,

2 A (@)
— pdP
|P|

The experiment consists of varying the precisiemftO to 1 and, as a function of that
precision, establishing the quantity and the sizgh® demand groups for each endpoint

p. Then, each demand group is formed by endpointsioraly chosen from the
remained endpoint® —{ p .JThe traffic demand frorm to each of its demand groups is
a random variable uniformly distributed in [1,10he matrices for ingress and egress
traffic are generated independently. SinceHlosemodel is unable to deal with traffic
matrices, we generated a vector of aggregatedriaitead.

A(a) (11)
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Figure 7 — Allocated resources as a function of the precision of the traffic matrix

Figure 7(left) shows the VPN cost (vertical axis) @mmputed byAccurate Hoseand
Hose as a function of the precision of traffic matriko¢izontal axis). When the
precision is zero, both models compute the same ®#4 what is expected. However,
as the precision grows, tiecurate Hoseas able to compute lesser VPN cost. Figure 7
(right) shows the reduction reached between thepated cost by each model,



measured as percentiles. The results show that, éopditicular scenario evaluated,
Accurate Hosean obtain a reduction of ~82% to ~84% when comparddiode

5. Conclusions

In this work we proposed thAccurate Hosemodel, which supports a group based
bandwidth requirement specification (something thatHbse model is unable to deal
with) while maintaining the advantage of the point-totipoint style of shared
provisioning and flexibility seen irHose Furthermore, a mathematical model for
Accurate Hosewas formulated to make further smart use of more lddtdraffic
specifications between VPN endpoints. We shown Alcaurate Hosanodel takes into
consideration complete or partial traffic matrix infation, and the more complete the
matrix is, more optimized the VPN provisioning achieved byAbeurate Hosavill be.
This also leads to a greater computational cost foAtoairate Hosevhen compared to
Hose although this can be seen as a reasonable tradeoftimined gains.

Actually, based on a set of experiments conducted, itideagified that some factors
have influence over the economy reached\bgurate HoseThe first one is number of
demand groups in the traffic specification. The secouotbffas the variability of the
traffic matrix, that is, the standard deviation of thaues of traffic demand for the
demand groups: the higher is the variability, the highehés dain reached by the
Accurate Hose The last factor is the topology and the distributominthe VPN
endpoints. This is because the nodes degree, the disthtioe links and the way the
topology is organized have influence on the VPN routd,tharefore, in the way the
links are shared.

Determining a theoretical bound for the gain of this model theHosemodel is the
object of current study.
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