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Abstract

Various algorithms have recently been proposed for Internet routers to improve the
performance of routing table lookup. However, most of previous research effort does not
utilize the access frequencies of route entries. Since Internet traffic has significant temporal
localities [9]-[11], one could largely improve the performance of routing table lookup by
taking advantage of access frequencies. An example that aims at minimizing the average
lookup time can be found in [12]. Since global optimization is computationally prohibited,
the authors suggested to construct a binary tree based on a weight-balancing heuristic. We
present in this paper that the resulted weight-balanced binary tree can be adjusted with a
simple algorithm to further improve the performance. The adjustment algorithm is so simple
that it basically does not increase the complexity in constructing the binary tree. Through
analysis, we found that the improvement can be as large as 25% for a tree with four leaf nodes.

For a tree of arbitrary size, the improvement could be larger than 12.5%.

Keywords — Routing table lookup, Weight-balanced tree, temporal locality.

1. Introduction

Because of the explosive growth of Internet traffic, the performance of IP routing table
lookup is becoming critical for high-speed routers to provide satisfactory services. As such,
many researches developed in the past few years new algorithms to accomplish high-speed
routing table lookup [1]-[10]. Some of the algorithms compress the routing table with
sophisticated data structures so that a processor can perform routing table lookup in its cache
[1]-[7] and some others use simple data structures with special hardware to assist in routing
table lookup [8]-[10]. In general, sophisticated data structure renders difficulty in table

update and simple data structure requires a large amount of memory.

Unfortunately, most of previous research effort does not consider access frequencies of

*This work was supported in part by the Industrial Technology Research Institute in Taiwan, under
contract T2-91034-4.



route entries. Recent studies of Internet traffic [9]-[11] demonstrate the existence of
significant temporal locality in the packet streams. In other words, the average performance
of IP routing table lookup can be significantly improved if an algorithm is developed with a
data structure that considers access frequencies. The authors of [12] argued that Huffman
encoding [13] is not applicable to routing table lookup and proposed to use a weigh-balancing
procedure to generate a binary tree to represent the routing table. It was shown that the

average table lookup time could be largely reduced with the weight-balanced binary tree.

In this paper, we present an adjustment scheme that can be applied to the
weight-balanced binary tree to further improve the average performance. The adjustment is
simple and thus basically it does not increase the complexity in constructing the binary tree.
We show through analysis that the improvement could be larger than 12.5%. For a tree with

only four leaf nodes, the maximal improvement is 25%.

The rest of this paper is organized as follows. In Section 2, we briefly review the
concept of weight-balanced binary tree proposed in [12]. In Section 3, we present our
adjustment algorithm. Section 4 contains analysis of the maximal achievable gain with the

adjustment algorithm. Finally, we draw conclusion in Section 5.

2. The Weight-Balanced Binary Tree

The IP routing lookup problem can be described as follows. Given an incoming
packet’s destination IP address, find the longest matching prefix among a set of route prefixes.
Since every prefix determines an interval, one can simply use binary search to solve the IP
routing table lookup problem. In fact, binary search is deemed an efficient solution for
routing table lookup. As an example, consider the prefixes shown in Table 1. In this
example, we assume 4-bit addresses and the interval determined by prefix & is denoted by /;.
Notice that two intervals may contain common addresses. However, if two intervals 7, and
I contain common addresses, then one is fully contained in the other, i.e., either /, I, or I,
c I,. Since each prefix has two end points, one can use all the end points to divide the entire
address space into elementary intervals (see Fig. 1(a)).  Clearly, under the longest matching
prefix criterion, an elementary interval uniquely determines a prefix. For example, prefix
000%* is matched if a destination address falls in elementary interval [0000, 0001]. Having
the elementary intervals, one can easily construct a binary tree for table lookup. Figure 1(b)
illustrates the binary tree for the prefixes listed in Table 1. In this binary tree, each leaf node
corresponds to an elementary interval. It is clear that the binary tree shown in Fig. 1(b)
gives good worst-case performance. However, the average performance can be improved if
access frequencies are taken into consideration. For example, Gupta, ef al. [12] suggested to
use the weight-balanced binary tree to take advantage of access frequencies to reduce the

average lookup time. The weight-balanced binary tree is described below.



Prefix Start End
P, * 0000 1111 | 7,:0000~1111
P, | o 0000 0111 1,: 0000~0111
1;: 0000~0001
%
P; | 000 0000 0001 1, 0101
P, | 0101 0101 0101 I5: 1000~1111
Py | 1* 1000 1111 1, 1100~1101
P, | 110* 1100 1101

Table 1. Routing table example with 4-bit prefixes and the corresponding intervals 7, ...

Elementary Intervals

IA

0000 0010 0101 o111 1011 1101 1111

0001 0100 0110 1000 1100 1110 |P3| |Pz| |P4| | P2| |P5| |P6|
(a) (b)
Figure 1. (a) Elementary Intervals and (b) Corresponding binary tree for the prefixes listed
in Table 1.

Assume that there are / elementary intervals. Let w; denote the access frequency (or
weight) of elementary interval i and [w; w> ... w;] the set of weights for all elementary
intervals. The left sub-tree of the weight-balanced binary tree contains elementary intervals
1,2, ..., n (and the right sub-tree contains elementary intervals n+1, n+2, ..., /) if and only if n

satisfies

(1)

A tie can be broken arbitrarily. The same procedure applies recursively to both the left
and the right sub-trees until every sub-tree contains a single elementary interval. For
convenience, the procedure for generating the weight-balanced binary tree is referred to as the
weight-balancing procedure. Note that the weight-balanced binary tree is easy to construct.
Besides, compared with a tree which does not take into account access frequencies, the
average search time could be significantly reduced. However, we found that the average
performance can be further improved with simple adjustment of the weight-balanced binary

tree. The adjustment algorithm is presented in the following section.



3. Adjusted Weight-Balanced Tree

For ease of description, consider a binary tree consisting of four leaf nodes with weight
vector [w; w, wz wy]. There are five possible binary tree patterns with four leaf nodes as

shown in Table 2. Let /(i) denote the distance of leaf node i from the root on tree 7. For

4
comparison purpose, we define the total lookup time of tree T'as W(T')= ZwilT (i). Notice
i=1

4

that W(T ) Zwl. represents the average lookup time. As listed in Table 2, the total lookup
i=l

time for tree pattern a is equal to 2(w; +w,+w; +wy) and that for pattern b is equal to w; +2(w,

+ws)+wy.  Thus, pattern b is better than pattern a in terms of average lookup time if and only

if w; > wy +w;. In Table 2, we also provide the criteria for each tree pattern to be the

optimum (i.e., least total lookup time) among the five tree patterns.

The weight-balancing procedure, unfortunately, does not always results in the optimal
tree pattern. For example, assume that the weight vector is [23 5 2 27]. Figures 2(a) and
They

are different and the gain, which is defined as the difference of total lookup times, of the

2(b) show, respectively, the weight-balanced binary tree and the optimal binary tree.

optimal binary tree is 20. From a different viewpoint, the average lookup time of the
weight-balanced binary tree is 114/57 = 2 and that of the optimal tree is 94/57 = 1.6491. The

Table 2. The possible tree patterns, the total lookup time required, and the criteria for

optimality over the complete binary tree of depth 2.

a b c d e
Tree Pattern /\ Wi Wi | wy Wy
wy | Wi w3
wWr W2 w3 Wy 4 w3
) w3 W) w3 w3 Wa |y, ws
Total 2w, +w, + wo+2w, + 2w Hw,+ 2w, + w, + 2w, +
Looku
. P Wy +w,) 3(w, +wy) 3(w, +wsy) 3(wy +w,) 3w +w,)
Time
Criteria for | [ < W2 + W3 { W, W< W, {Wz +w,<w, {w3 +w, < W, {Wl +w, < W,
optimality | Wy <Wy + Wy | (W, <w, Swy| Wy <wyp Sw, | [ W, <W, w, <w;,
w, <w, +w,
w, <w, +w,




23 5 2 27 23

(a) (b)
Figure 2. (a) A weight balanced binary tree and (b) the corresponding optimal binary tree.

following Proposition shows that, if tree pattern a, d or e is optimal, then the weight-balanced

binary tree is identical to the optimal pattern.

Proposition 1. If tree pattern a, d or e is optimal, then the weight-balancing procedure results
in the optimal pattern.

Proof: For tree pattern a to be optimal, it must hold that

w, < w, +w, (pattern a is better than pattern ),
w, <w, +w; (pattern a is better than pattern c),
w, <w, +w, (pattern a is better than pattern d), and

w, < w, +w, (pattern a is better than pattern e).

The third inequality, i.e., w; < w;+ wy, implies that the left sub-tree of the weight-balanced
binary tree contains at least two leaf nodes. Similarly, the fourth inequality implies that the
right sub-tree contains at least two leaf nodes. As a result, both the left sub-tree and the right
sub-tree contain exactly two leaf nodes. In other words, the weight-balanced binary tree is

identical to pattern a.

For tree d to be the optimal pattern, it must hold that

w, +w, <w, (patternd is better than pattern a),
w, < W, (pattern d is better than pattern b),
2w, <w, +w, (patternd is better than pattern c¢), and

wy + 2w, <2w, +w, (pattern d is better than pattern e).

The first inequality, i.e., w3 + wy < w;, implies that the weight-balanced binary tree is either
pattern b or d. It has to be pattern d because of the inequality w, < w,. The Proof for
pattern e is similar. This completes the proof of Proposition 1. 0

Proposition 2 below states that the weight-balancing procedure might result in pattern a

if the optimal pattern is either b or c.  As a result, one may have adjustment gain by altering

pattern a to the optimal pattern. Besides, according to Proposition 1, this is the only



possibility for adjustment gain. Since the criteria for optimality is quite simple, adjustment
can be easily done without much effort.

Proposition 2. 1f pattern b (or pattern c¢) is optimal, then the weight-balancing procedure
results in pattern a or b (pattern a or ¢).

Proof: For pattern b to be optimal, it must hold that

w, +w, <w, (pattern b is better than pattern a),
w, <w, (pattern b is better than pattern c),
w, <Ww, (pattern b is better than pattern d), and

w, +w, < 2w, (pattern b is better than pattern e).

The first inequality, i.e., w> + w3 < w;, implies that the weight-balanced binary tree is either
pattern a, b or d. Since w, < wy, pattern d will not be generated by the weight-balancing
procedure. To show that the weight-balancing procedure may result in pattern a, it suffices
by giving an example. Consider a weight vector [x 1 1 x-1] with x > 2. It is clear that the
corresponding optimum tree is pattern b. However, the weight-balancing procedure
generates pattern a. Therefore, the weight-balancing procedure could result in tree pattern a
or b if b is the optimal pattern. The Proof for pattern c is similar. This completes the proof

of Proposition 2. 0

One can generalize the concept of adjustment to a tree with an arbitrary number of leaf
nodes. However, the number of possible tree patterns grows explosively as the number of

leaf nodes becomes large. Let n; denote the number of possible tree patterns when there are i
i—1

leaf nodes. It is not difficult to show that n, = Zn M with n;=n,=1. As an example,
=

we have ng =429. Because of the complexity, we will focus on adjusting trees with four leaf

nodes. In other words, a tree or a sub-tree is adjusted after the weight-balancing procedure is

executed for every two steps. Proposition 3 below proves that the adjusted tree always gives

a better average performance than the non-adjusted tree.

Proposition 3. Given a weight balanced binary tree 7. Let 7 be the adjusted weight-
balanced binary tree. We have W(f )S w(T).

Proof: Define the weight of an internal node as the sum of the weights of all leaf nodes
under it. Recall that the weight-balancing procedure is recursively applied to derive the
weight-balanced tree. As a result, before the weight-balancing procedure terminates, there
are “leaf nodes” that can be further expanded. For convenience, we call such a tree a
partially expanded tree. We will prove that, for all “corresponding” partially expanded trees,

the total lookup time with adjustment is smaller than or equal to that without adjustment.

According to Propositions 1 and 2, after the first two steps of expansion, the total lookup



time for the partially expanded tree with adjustment is smaller than or equal to that for the
partially expanded tree without adjustment. The proof is completed if there is no leaf node
of the partially expanded tree that can be further expanded, i.e., if the partially expanded tree
is actually fully expanded. So, consider the case that there is at least one leaf node that can
be further expanded. Let 7;, 75, T3, and T, denote the four leaf nodes of the partially

expanded tree without adjustment. Similarly, let fl , T 5 T ., and T , denote the four leaf

nodes of the partially expanded tree with adjustment. A key point for the proof is that the

adjustment algorithm only alters tree pattern. It does not change the weight of any (internal)

node. In other words, 7; is identical to fi, except that they might be in different levels.
Let /(T;) and Z(YA“,) denote the levels of nodes 7; and f,., respectively. Further, let /¥, and
W, represent the total weight of leaf nodes under nodes T; and ﬁ, respectively. As

mentioned above, we have W, =W, , forall i.

Without loss of generality, assume that the leftmost leaf node, i.e., 7; (or ﬁ), can be

further expanded. To avoid trivial cases, we assume that the node can be further expanded
by at least two steps. According to the adjustment algorithm, the tree is adjusted after two
steps of expansion. Let 7}, T1, T3, and T;4 denote the leaf nodes under 7 after two steps
of expansions. Also, let /(7;) denote the distance from node 7;; to node 7;. As a result, for

the new partially expanded tree without adjustment, the total lookup time becomes
4 4
ZWT, I(T,)+ Z:WT”(I(T1 j)+l(T1 )) Similarly, let Z(TU) denote the distance of node T, to
i=2 Jj=1
node fl The total lookup time of the new partially expanded tree with adjustment
4 n 4 " n
becomesZWfl(Y“i)+ ZWf (Z(T1 j)+l(Tl )) Since the adjustment algorithm guarantees that
i P
4 n 4 n
Sw, if,)< Sw, I(f;,). Thus, we have
A /
4 4

iWﬁl(ﬁ )+ ilWﬂ/ U7, )+ 1 )< Sw, 1)+ Sw, o, )+0(1).

i—2 i=2 j=1

In other words, the total lookup time of the partially expanded tree with adjustment is
smaller than or equal to that of the partially expanded tree without adjustment. The same
arguments can be applied repeatedly until the tree is fully expanded. This completes the

proof of Proposition 3. 0



4. Adjustment Gain

Consider a tree 7 with n leaf nodes. Let [w; w, ...w,] be the weight vector. Further, let

G, (f ) denote the gain obtained by altering tree T'to tree 7 and is defined as

G,(7)= sz sz w(r)-w(f), 2)

The ratio of G, (f“ ) to W(T ), called the gain ratio, represents the percentage of

improvement in average lookup time.

Based on Proposition 1 we know that, for a tree with four leaf nodes, the only possible
adjustment is to alter from pattern a to either pattern » or ¢. Since patterns b and ¢ are

symmetric, we can focus on altering from pattern a to pattern b.

For n = 4, the maximum gain ratio is given by (x-2)/2(2x+1), where x is a non-negative
integer greater than or equal to 2. It is achieved by altering tree pattern a to tree pattern b

when the weight vector is [x 1 1 x-1]. This can be derived as follows. When a tree is

altered from pattern a to pattern b, the gain ratio is given by ( w2 + W, / ZZW

maximize the gain ratio, w, and w; have to be as small as possible. That is, we should have
w, =w3; = 1. Since the weight-balanced binary tree must be of pattern a, w; and w, cannot
differ by more than 1. Therefore, the weight vector which maximizes the gain ratio is [x 1 1
x-1]. It is obvious that as x increases, the maximum gain ratio increases and the limiting
value is 1/4. Another weight vector which also results in a limiting gain ratio of 1/4is [x 1 1

x].  For ease of description, we will use this vector for the rest of this section.

A tree is said to be a k-level tree if the longest distance from root to any leaf node is %.
For examples, in Table 2, pattern a is a 2-level tree and all the other patterns are 3-level trees.
One can easily show that pattern a is the only 2-level tree that can be adjusted for
performance improvement. We call a k-level tree which results in the largest gain ratio the

worst pattern of level k.  For example, pattern a in Table 2 is the worst pattern of level 2.

Let us consider the maximum adjustment gain for a 3-level tree. The left sub-tree of a
3-level tree is either a level-1 or a level-2 tree. Therefore, the left sub-tree must be the worst
pattern of level 2 to achieve the maximum adjustment gain. Similarly, in order to achieve
the maximum adjustment gain, the right sub-tree is also the worst pattern of level 2. As a
consequence, the worst patterns of level 3 must have eight leaf nodes and its left sub-tree and
right sub-tree are the worst patterns of level 2. Figure 3 shows the worst pattern of level 3
and its corresponding tree after adjustment. Note that, for the weight-balancing procedure to
generate the complete binary tree as shown in Figure 3, the total weight under the left sub-tree

equals that under the right sub-tree. That is, the weight vector for the worst pattern of level 3



After adjustment

—

x 11 x x ]1 x

1 1 I 1

Figure 3. The worst pattern of level 3 and its corresponding tree after adjustment.

should be [x 1 1 x x 1 1 x]. The maximum gain ratio for a 3-level tree is thus given by
(x-2)/(2(x+1)).

Consider a 4-level tree now. One might guess that the maximum gain ratio is achieved
for a complete 4-level tree where the left and the right sub-trees are the worst patterns of level
3. This is not correct. Notice that the maximum gain ratio for the worst pattern of level 2
is larger than that for the worst pattern of level 3. Therefore, to achieve the maximum gain
ratio, one of the two sub-trees should be the worst pattern of level 2 and the other the worst
pattern of level 3, as illustrated in Figure 4. Again, for the weight-balancing procedure to
generate the tree shown in Figure 4, we have to assign appropriate weights. Basically, the
total weight of the left sub-tree is equal to that of the right sub-tree. As a result, the weight
vector should be [2x+1 1 1 2x+1 x 1 1 x x 1 1 x] and the maximum gain ratio is equal to
(4x-5)/(28x+28).

Similarly, to achieve the maximum gain ratio for a 5-level tree, the tree should have a
worst pattern of level 2 as a sub-tree and a worst pattern of level 4 as another sub-tree.
Again, the weights have to be appropriately assigned. After some calculations, it can be
determined to be [4x+3 1 1 4x+3 2x+1 1 1 2x+1x 1 1 xx 1 1 x] and thus the maximum gain
ratio is equal to (8x-4)/(60x+60).

Let us consider now k-level trees. Without loss of generality, we assume that the left

sub-tree is always shorter than the right sub-tree. From the above discussions, we know that,

2-level sub-tree

After adjustment

——>

2x+1

'xIIxxIIx‘

3-level sub-tree

Figure 4. An example of 4-level binary tree that results in the maximum gain ratio.



Level

Figure 5. The k-level worst pattern tree.

to achieve the maximum gain ratio, it should have the 2-level worst pattern tree as the left
sub-tree and the (k-1)-level worst pattern tree as the right sub-tree. Figure 5 shows the
recursive construction of the k-level worst pattern tree.  Clearly, the k-level worst pattern tree

consists of k-1 2-level worst pattern sub-trees (see Figure 4 for an example of k =4). Let us

number these 2-level worst pattern sub-trees from left to right. After some calculations, for
a k-level worst pattern tree, the weight vector of the n-th 2-level worst pattern sub-tree is

[2°"2(x+1)-1 11 2°"(x+1)-1]. Hence the maximum gain ratio is given by

k=2

S (@2 e+ 1)-1)-2)+ (x-2)

1 2" (x+1)-3(k 1)
2 —4)xs1)

=
1l

3)

T
~o

25 N x+1)m+2)+ 2(x + 1)k

n=

7G4y’

1
As x goes to infinity, the maximum gain ratio is equal to (—)
8

5. Conclusion

We have presented in this paper a simple adjustment algorithm for the weight-balanced
binary tree to improve the average performance in IP routing table lookup. Through analysis,
we showed that the improvement could be as large as 25% for a 2-level tree or larger than
12.5% for an arbitrary k-level tree. Since the gain decreases as the level of a tree increases,
in practice one should focus on adjusting the leaf nodes that are within a short distance (say, 8)

from the root. One possible further research topic, which is currently under investigation, is



to apply the weight-balancing procedure with adjustment to multi-field packet classification.
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