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Message handling systems are the electronic equivalent to ordinary
mail. First used in the academic world then within computer systems,
[FIP set out 1o define the means to integrate these systems. However,
due to the obvious usefulness of such a service, CCITT took over and by
1984 puplished a first set of recommendations for message handling
systems, the X.400 series. A number of facilities were ieft undefined in
this first set in order to have a standard published; work contunued and
led to the puplication of an enhanced set of recommendations in 1988.

The CCITT X.400 series recommendations of 1988 differ in appearance
drastically from those of 1984. Although the model, on which the defi-
nitdons are based. remains basically the same, subtle extensions were ne-
cessitated by the increase of functionality in the message handling serv-
ices.

The most apparent change from 1984 to 1988 lies in the structure of the
application (in the OSI sense). This modification is due to the fact that
ISO has progressed work on the definidon of the application layer struc-
ture and CCITT followed in their 1988 recommendadons this new
development.

A large number of service elements have been added to the recommen-
iations many of which reflect the new functionality (e.g., postal
delivery, distribution iists, secure messages, ¢tc.). In the annecx, a
complete list of all service elements as defined in X.400 is given.
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Introduction

Message handling systems often known upder the name “computer based message sysiems”
or simply “electronic mail” have many analogies to the regular mail system. In the regular
mail system a message is composed first, then an envelope is addressed, the message is put
as a content into the envelope and both thrown into a mailbox. The mail system ransports
this letter from office 1o office and eventually deposits it in the mail box of the addressee.
The addressez on his part takes the letter out of the letter box, opens the envelope and con-
sumes the message.

[n the elecronic message handling systems the same elements can be distnguished (c.f.
figure 1-1), only these are not realized with paper content, letterbox and post office but by
elecronic means. The two persons involved are here called the onginator and the recipient
respecuvely. The terms content and evelope have been carried over 10 the electronic message
handling systems, the elements maiibox and post office, however, received other terms
which we will get to know shortly.

In the regular mail a large number of content types can be communicated, e.g., leter, picture,
etc. The same is true for electronic message handling systems and, although the most used
application is the communication of ASCII text files. there exists the possibility to communi-
cate teletex or telefax messages.or a mixture of both. Even complete multi-media documents
can be exchanged berween onginator and recipient (c.f. figure 1-2).
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Figure I-1:  Analogy berween the Regular Mail System and the Message Handling System




859

The name “Message Handling System” is derived from the primary use of the system, ie.,
the exchange of interpersonal messages. Consequently the message handling standards de-
fine fields for the recipient(s), carbon copy recipients, date and time, subject as well as refer-
ences to other messages.

Message handling services have a big advantage when compared with other communication
services: they are a store and forward systems, e.g., originator and recipient are not taking
part in the communication simultaneously. This characteric is especially useful when origi-
nator and recipient are living in different time zones and a common usage of the system is to
compose a message late in the evening, hand it over to the system and the message is read by
the recipient the following moming. Interruptions of ongoing work, as is common with the
ringing of the telephone, no-ionger prevails; the message is read by the recipient at his
chosen ume.

2. History

Electronic message systems are nothing new (consider the worldwide telex service). The
telex service, however, is not a store and forward service but is based on circuit switching. In
addition, the functionality of telex services is way below the services of a modern message
handling system. On the other, hand requests for more functionality have only been
iwakened by the proliferation and interconnection of data networks and the ever decreasing
costs of electronic processing power and storage mediums.
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Figure 2-1: Message Handling Systems are Store and Forward Systems
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The first data network, not used entirely for a closed application and in addition with a wide
geographic distribrution, was the ARPA network in the USA. First the object of research it-
self, it soon was utilized for the information transfer between researchers. This transfer was
excecuted mainly in the form of file transfers. The researchers soon felt the need to ransmit
next 1o the data in the file also messages. This need probably has been awakened to a large
part because different researchers have been living in different time zones.

At first, files have been exchanged with specific bilaterally agreed names and as soon as
such a specific name has been detected in a directory the recipient knew that it must be a
message. However, this message system based on pure file ransfers did not provide any an-
cillary functonal services and soon a first version of a more functional message system was
developped. For the actual message transfer, this system was still based on the file transfer
mechanism. Through several revisions the functionality has been enhanced and the current
definidon (RFC 821 and RFC 822) has probably achieved more implementations in more
operaung systems and on more hardware types than any other message handling system.

Following the example of ARPA other networks. and in particular multi-access computer
sysiems, have implemented message handling systems: however, none of these systems have
reached the wide-spread importance as did the ARPA network (c.f. table 2-1).

1970-1975 Development in the ARPA-Network ;
1975-1980 Introduction Into Main Frame Computers '
1978 Establishment of IFIP WG 6.5
1979-1980 IFIP develops MHS-Model (UA / MTA)
1980 CCITT proposes the MHS topic
for the following study period
(not an urgent study point)
. 1980-1981 Inotficlal preparatory CCITT work
| 1981-1983 CCITT develops the X.400 recommendations *
1984 Final adoption of the X.400 recommendations

Splitting of the problem area into several
study points for the new period

1985-1987  Collaboration with ISO
Major restructuring of the recommendations *
1988 Adoption of the Blue Book versions

Table 2-1: The Evolution of the Message Handling Systems
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Realizing that the different systems are imcompatible, and detecting the growing need for in-
terconnecting the different electronic mail systems, the Technical Committee 6 (data com-
munication) of IFIP (Intemational Federation for Information Processing) established a
working group (WG 6.5). The charter of this working group directed it to study intemational
message handling systems. It is important to note that [FIP is not an organization that pro-
duces standards. In this case. the [FIP WG 6.5 was a forum for the open exchange of infor-
marion berween scientists working in the field, to develop conceptual models and architec-
tures in anticipation of future standards work.

The North-American subgroup, in which a considerable expertise was concentrated in the
years 1979 and 1980, defined a model that was adopted by CCITT. This model is still guid-
ing the structure of message handling systems. The transfer of knowledge from Yhe TFIP
working group to CCITT was accomplished because many members of the IFIP working
group became members of the CCITT group working on the message handling recommen-
danons.

While CCITT was completing its work on message handling syswems, the [FIP working
group 6.5 worked out a scheme for a user friendly naming convention and rescarched the
foundations for an international directory system. The two documents resulting from this re-
search have both been introduced to CCITT which carried the work further. Recently, the
(FIP working group 6.5 has finished the definition of a gateway between the RFC-822 and
X.400 systems. Currently, the group is studying communication, the organization of com-
munication within groups and has started research in multi-media multi-mode (real-time and
non-real-time ) conference systems.

CCITT works in 4 year study periods, and at the end of each period new study points for the
next period are formulated in the form of questions. Thus, at the end of the period 1977 to
1980, CCITT established a question to study message handling systems. However, because
the end of a period is a major interruption of the standardization process, actual work on the
definition of message handling systems could not be taken up before the end of 1981. For
many mempers of CCITT anticipating to work on the message handling system this long
delay between forming the question in the spring of 1980 and the actual start of work ap-
peared 100 long. Thus, an unofficial group was formed to start work during the “interreg-
1um” period. This preparatory work gave the group a good headstant and by spring of 1984
the first set of 8 recommendations were completed and subsequently published in the Red
Book.

This series of recommendations, i.e., standards, that regulate the communication between
public message handling systems as well as the communication between public and private
message handling systems. These eight recommendations are issued in one volume (Fascicle
is the CCITT term) of the Red Book and are commoniy known under the name “X.400" (c.f.
Table 2-2).
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The 1984 standards are in some areas incomplete and after the completion of the 1984 ver-
sion, CCITT continued to improve the standards. The study period 1985 to 1988 is marked
by the fact that the problem of message hapdling systems has been divided into several study
points (questons) and collaberation with ISO, the International Standards Organization, was
achieved. The result of this collaboration is the fact that by 1988 both organizations will
publish “aligned™ texts as standards for message handling systems (they differ only in edi-
:onal conventons and some minor aspects reflecting the fact that CCITT produces “recom-
mendations” for public service providers and ISO produces “standards™ for general applica-
oons). It is worth noting that the collaboration between CCITT and ISO has not been re-
smcted to message handling systems. It now includes open system interconnection (OSI)
and the directory services as well.

The revisions are now being published in the Blue Book and represent a major expansion of
the standard. The original eight recommendations have been restructured and now there exist
-wenty-two of them. During the restructuring some of the recommendations of the old X.400
series have received numbers in the X.200 series. i.e.. they belong now to the general OSI
communicanon model. Furthermore, the recommendations describing the services have re-
ceived F-series numbers. The table 2-2 shows the relanonship between the recommendations
of 1984 and those of the new ones.

The recommendations that are now in the X.200 series will also be published as international
standards by ISO. This fact indicates that the CCITT group that worked out the first recom-
mendanons between 1981 and 1984 did pioneering work for the applicadon layer of the OSI
model. On the other hand, ISO defined in the meantime a structure for the application layer.
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X413  Message Siore: Abstract Serwoe Definitk
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Table 2-2: The CCITT Recommendations of 1984 and 1988
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Figure 3-1: The Model of the Message Handling System (1984)

Unfortunately, this structure is not reflected in the recommendations of 1984 and was one of
the main reasons for the major restructuring of the recommendations. The new texts have a
compbnuwnppemnccmthcmad:rmdmwconmmnsom:pmdefmﬂdcﬁni-
tion of the services. Unfortunately, this formalism does not facilitate the reading and under-
standing of the twexts.

3 The Model

The recommendation X.400 defines a model that describes the basic relations between the
components of the message handling systems. This model is an onion skin model. The inner-
most skin, the message transfer system, relays messages from MTA (message transfer agent)
10 MTA. Messages enter this transfer sysiem via a submission protocol and leave it via a

delivery protocol (c.f. figure 3-1).
The middle skin. the message handling system, contains the user agents (UA). The user

agents assist the user of the message handling system on the one hand and they engage in
submission and delivery actions with the message transfer agents.

The outermost skin, the message handling environment, is populated by the users who utlize
the message handling system for the communication of messages.
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Figure 3-2: The Model of the Message Handling System (1988)

[n the 1988 version, this model is enhanced and the message handling system now contains
enntes for message stores (MS) and access units (AU) for so-called indirect users. These in-
direct users normally employ other telematic services (e.g. teletex) for their daily com-
munication. By means of the access units the message handling system is now open also for
those users (c.f. figure 3-2).

A special access unit (PDAU = physical delivery access unit) establishes a connection with
the regular mail service. The transition from the message handling systems to the regular
mail system is defined extensively in the recommendations of 1988; these definitions pro-
vide that the special mail services (c.g. registered mail, special delivery, etc.) are employed
consistendy by all message handling systems,

Especially for the integration of small computers (e.g. PCs) a new entity “message store” has
been defined. Considering the limited storage capacity of a PC and the fact that a PC acting
as user agent or message mansfer agent has no possibility 10 negociate the sequence of mes-
sage transfers with an MTA results in the necessity of a system entity that can buffer mes-
sages. A definition of this entity has been repeatedly requested by users and implementors of
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the message handling
system. CCITT was
not very keen on the
definition of the mes-
sage store; however,
under the pressure of
ISO, CCITT defined
the message store and
integrated it into the
new recommendations.

The onion skin model
makes no assumpuon
about the physical im-
plementation of the
different entities. It is
therefore possible 10

implement an MTA

mem—— and several UAs in a

@ single computer system

as shown on top In

(w) figure 3-3. In this case

S the users can com-

mumnicate with the sys-

{ tem via simpie termi-

“igure 3-3: Physical Realizanon of a Message Handling nals e.g. YDUs of the
System T100 class.

[n the middle part of the figure a situation is shown where two computer systems share the
functionality of a message handling system. In the system of the right hand side again an
MTA and one or several UAs are implemented that allow the utlization of the system via
simple terminals. The system on the left hand side contains an MTA and one or several MSs
(message store), the UA-functionality in this case is implemented in the terminal itself that
therefore must contain some processing power (¢.g., a PC).

On the bottom in the figure an implementation is shown where in the left hand computer sys-
tem only UAs are implemented. The system on the right hand side contains an MTA as well
as one or several MSs and UAs; this provides for the possibility of accessing the system with
different classes of terminals.

The three examples shown in the figure are by no means an enumeration of all possible van-
ants of implementations of a message handling system; the intent here is to demonstrate the
unlimited variety of implementation possibilites.



As mentioned earlier a message is com-
posed of an envelope and a content. The
envelope part contains onginator and re-
cipient addresses as well as all indications
necessary tnat influence the transfer of
the message. In particular, indications are
necessary 10 invoke the supplementary
services of the message transfer system
(e.g., request for a delivery noufication).
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The content part of a message is not touched by the message transfer system except in the
case wnere the supplementary service of a content conversion (e.g., text to facsimile) is re-

quested.

4. Interpersonal Message System

The contents of messages that are carried by the message transfer system can be coded with
any chosen method. The transfer system thus can be used to establish “connectionless” store
and forward communication. However. the original need was for a system that transports
messages from person to person. In order 10 meet with this need, the X.400 recommenda-
uons defined another skin (c.f. figure 4-1). So-called cooperating user agents that implement

*his recommendation establish for their users the interpersonal message service (IPMS).

onal Message

| :

‘ UA MTA

T l

MTA UA

MTA

UA

Figure 4-1: The Model of the Interpersonal Message Handling System (1984)
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Figure 4-2: The Model of the Interpersonal Message Handling System (1988)

In order 10 open the service for a large user community the recommendation of 1984 already
contained a specification for access protocoils for the teletex and telex service. The need for
this service 1s sall present. As a matrter of fact, it is envisioned that the message handling
systems will become the primary interworking facilities berween otherwise incompatible
telematic services. It is therefore not surprising that in the recommendations of 1988 the
specifications conceming this service have been enhanced. Together with other enhance-
ments, an access unit for telex (TLXAU = Telex Access Unit), an access unit for telemanc
services (TLMA = Telemaric Access Unit) and respective enhancements to the physical
delivery access unit, i.e., the connection with the regular mail, are defined. Also the newly
introduced message store can be enhanced 1o an interpersonal message store (c.f. figure 4-2).

The message transfer system remains transparent for this application of interpersonal mes-
sages; hence MTAs can transfer messages whose content is coded according to the interper-
sonal message system as well as messages whose content 1s coded according to some other
(even private) definition. In figure 4-1 two UAs have been drawn outside the interpersonal
message system to allude to these possibilities; these UAs do not parucipate in the interper-
sonal message service, however, they make use of the message ransfer system to store and
forward data communication.
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Figure 4-3: The Structure of an Interpersonal Message

The content that in the general message system model remained without further specification
received the structure for the interpersonal message system. It is divided into a heading and a
body. The heading is further sub-divided into fields with standard significance, &5, Te-

"o

cipients”, “carbon copy recipients”, “subtract”, “date and time”, etc. (c.f. figure 4-3).

The body itself also can be structured
into one or several body parts where
every one of them can adhere w0 a
different coding standard. In partcular,
it is possible for one such body part 10
coniain a compiete message consisung
of envelope and content where the con-
'ent again can be heading and body of
an wnterpersonal message (c.f. figure 4-
4). This message encapsulation is
analoguous to the sitwaton in the regu-
lar mail where a letter that has been re-
ceived is put as a whole into a new en-
velope, possibly an extra sheet with
comments added (a further body parn),
and the whole sent off as a new letter.

oo Forurmriiand bbaesss

Figure 44: Message Encapsulation
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Figure 5-1: Abstract Service of the Message Transfer System

5. Abstract Service Definition

For the 1988 version of the X.400 recommendatons. CCITT developed an abstract service
definition concept. With this definidon, the users of the message tansfer system access the

services through three pors (c.f. figure 5-1). All three ports are asymmemic, i.c., the message
ransfer system piays the role of the supplier, the user the role of the consumer of the service

(c.f. figure 5-2).
On the submission port, the consumer can invoke:

*  Message submission
[t is this service that is employed to submit a message to the transfer system for forward-
ing and delivery.

* Probe submission
This service allows a user to submit an “emoty” envelope (i.c., a message without a con-
tent) to the transfer system. This allows the testing of uncertain destination addresses
without paying for the ransfer of the possibly lengthy content.

+ Cancel deferred delivery
With the message submission, an indication can be given to the ransfer system to begin
wansfer and delivery to a later time than the submission, i.e., to defer delivery. With the
cancel service, such a message can be revoked.
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Also on the submission port, the supplier can invoke:

+  Submission control
Via this service, the transfer system can restrict the user in the submission of messages.
For example, the transfer system might instruct the user that only messages of a certain
length are currently acceptable.

On the delivery port, the supplier can invoke:

« Message delivery :
Messages that have been submirtted and transferred are delivered to the destination user
via this service.

« Report delivery
‘When submitting a message, the user can instuct the message transfer system to report
on the outcome of the transfer of the message. In particular, a report can be requested for
the delivery or non-delivery of the message.

Also on the delivery port, the consumer can invoke:

+ Delivery control
Similar to the submission control service but in the opposite direction, the user can in-
struct the transfer system to deliver only messages that fulfill certain criteria.

[E] Suppder Suomission Port
[5] Consumer Deivery Port

[F] Susoler Delivary Port

[¥] Consumer Administration Pon
] Suppher Agmircsrason Port

Figure 5-2: Port Services of the Message Transfer System
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Figure 5-3: Refinement of the Abstract Service of the Message Transfer Sysiem

On the administration port, both consumer and supplier each can invoke:
*  Change credentials

This service basically allows the modification of passwords.
In addition, the consumer can invoke on the administration port:

* Register
This service allows the user to specify what kind of messages are accepuble, ¢.g., only
interpersonal messages coded in IAS5. The intention of this service is to store in the mrans-
fer system a profile of acceptable messages; if in a particular situation, ¢.g., shortage of
storage space, the delivery has to be temporarily restricted, the delivery control service
should be employed.

So far, only the ports and services visible from the outside of the transfer sysiem have been
defined. This would be perfectly sufficient if the message ransfer system would always be
implemented in a single system. However, as already seen in the model, the message transfer
system is further structured into message transfer agents. CCITT took this into consideration
and developed a refinement process for the definition of abstract services (c.f. figure 5-3).

In this refinement, the message transfer system is structured into recurring transfer agents.
The ports visible are the ones that have been described above. In addition, the MTAs com-
mumicate with each other via the symmetnc transfer ports (¢.f. figure 5-4); those ports are
not visible from outside the ransfer system.
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On the transfer port, each MTA can invoke:
* Message ransfer,

«  Probe transfer, and

*  Report transfer.

This refinement mechanism is a powerful tool. It makes extensive use of the macro capabil-
ity of the ASN.1 (abstract syntax notation). Currently, ISO is reluctant to accept this mecha-
nism as a general tool for the description of layer 7 services although it is accepted within the
specificanon of the message handling system. CCITT, on the other hand, works on the
elaboraton of this concept; a special rapporteur is assigned this topic in the new study period
(1989 to 1992).

[E] Supoler Admmistrason Port [[] Transler Port (symemenric)

Figure 5-4: Refined Port Services of the Message Transfer Sysiem
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Figure 6-1: The Application Layer Structure (1984)

6. The Structure of the Application

In the recommendations of 1984 the protocol between two MTAs has been named “P1". The
protocol between two coOperanng user agents as “p2”. A further protocol (“P3™) has been
defined for the communication berween a remote user agent and a MTA (this protocol,
however, was unsuitable for the task. has never been implemented, and hence achieved no
significance).

In analogy to the iayering principle of the OSI-model, the message handling service has been
defined in two layers: the message transfer layer and the user agent layer (c.f. figure 6-1).
However. to satisfy the requiremens of the layering model, an otherwise unsignificant entity
(SDE = Submission and Delivery Entity) for the protocol “P3" had to be introduced. Also
the weletex access unit (TTXAU) that has been defined in 1984 presents difficulties with the
positioning into the layered model because this entity bears functionalities of the message
wansfer layer as well as of the user agent layer.

In the meantime (for 1988), ISO has defined a structure for the application layer in which so-
called service elements render specific services for the application. Also the presentation
layer, for a long time a layer without portfolio, has received a functionality. The layering
principle of 1984 is, therefore, no longer in accordance with the general ISO structure and
has been removed from the recommendations of 1988. It has been replaced with a structure
containing service elements. [n figure 6-2 the structure of two MTAs communicating with
the protocol “P1” is shown. The message transfer service clement (MTSE) utilizes the relia-
ble transfer service element (RTSE) which in term makes use of the association control serv-
ice element (ACSE). ACSE is responsible for the establishment and release of a connection.
Both RTSE and ACSE depend on the services of the presentation layer, i.e., layer 6 of the
OSI-model.

The protocol berween two MTAs (“P1™), in particular the protocol of the MTSE, implements
the services of the transfer port, i.c., the message transfer, the probe transfer, and the report
transfer service (c.f. figure 6-2).
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The reliable transfer service is a service element that hides the particulars of the OS] proto-
cols. The MTSE hands over to the RTSE a complete message; this message is then seg-
m:nwdbymcRTSEnndu-ansmiucdm.lMpumchTA through the OSI layer services.
The RTSE assures that those services are employed correctly. In particular, even in the case
of a complete disruption of the connection, the message, probe, or report is neither lost nor
muniated or doubled.

The orotocols of “P3” and “P7" in addition make use of the remote operation service ele-
ment (ROSE) (c.f. figures 6-3 and 6-4). ROSE is a simple protocol that permits the rigger-
ing of an action in the partmer entity. Such an action is for example the receipt of a message.
The action always responds to the initiator with either a result or an error message. [n many
cases the result contains pyoper message system data, e.g., if a message is requested from the
store.

For these two protocols (“P3™ and “P7™) the recommendations allow the inclusion of the re-
liable transfer service element (RTSE), however, this is not mandatory.

The service clements specific to protocols “P3” and “P7™ cater to the submission of mes-
sages and prooes (submission port services) the delivery of messages or reports (delivery
port services) as well as the administration of the connection (administration port services).

-T T
Medsage Transler Servnces

Ll > Tranaber st
> raneher
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Figure 4-2: The Application Layer Structure for the Protocol "P1" (1988)
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Figure 44: The Applicarion Layer Structure for the Protocol “P7" (1988)
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{ The protocol “P7" is nearly
' identical to the protocol “P3"
except that delivery port serv-
ices are replaced by the retrieval
port services. This reflects the
fact that the message transfer
system delivers a message 10 the
message store from where it has
to be retricved by a UA in pant
| or as a hole.

Figure 6-5: The intexnal Structure of an MTA (1984)

The recommendarions of 1984

knew a service clement “hold

for delivery”. (Note: this is a
service element of the message handling service and not of the application structure). With
this service clement an MTA could be instructed to hold messages back that would other-
wise have been delivered. In the recommendations of 1988 this service has been refined and
reicgated (o the administration port services. The transmission of messages (in particular,
subrmussion. transfer, or delivery) can be restricted with respect to their grade of service
(three levels), their total length, as well as their coding of the content (e.g., text, facsimile,
etc.). This service is no longer unidirectional but encompases next to the known “hold for
delivery” also a “hold for submission” and “hold for transfer”,

The progress of the standardisation effort between 1984 and 1988 shows clearly when the
two sets of recommendarions are compared with respect to the internal structure of an MTA
and their respective procedural description. In 1984 some remarks about the presence of an
association manager and a message dispatcher were sufficient (c.f. figure 6-5). In the recom-
mendatons of 1988, the enhanced functionality has been taken into account and the recom-
mendanons contain detailed procedural descripdons how messages, probes, and reports are
treated within an MTA (c.f. figure 6-6).

The two figures illustrate the big step between the two cycles of recommendations: The first
figure is taken out of the recommendations of 1984, the second one out of those of 1988. The
figures serve only as an illustration here for the big step in the degree of details in the two
sets of recommendations; an explanation of the details contained in the figures, however, is
beyond the scope of this article.
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In the X.400 series recommendations there exists a distinction between public or administra-
tion management domains (ADMD) and private management domaines (PRMD). It is for-

seen that in some countries more than one administration management domain may exist.

The X.400 series recommendations cater for the stanardization of the message affic be-
tween administration management domains (within a country or across county boundaries)
as well as the message maffic between public and private management domaines (c.f. figure
7-1). This does not indicate that direct connections between private management domaines
are not possible, however, such connections are beyond the scope of the CCITT standards
and, therefore, are not included in the recommendations. Omission from the standard does

not prohibit such ransfers.
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Figure 6-6:

The internal Strucrure of an MTA (1988)



The administrations view the
message ransfer system in the ad-
munisgration management domain
as a cental swirching system
(ADMD). This system allows
message communicaton between
any two user agents in the world
be they connected directly to an
administraton domain or in-
directly via private management
domain. However, as the address-
ing capabilities on the envelope of
a message alow for naming only
one prnivate management domain,
these must be connected directly
10 an administraton management
domain: any user agent that is
connecied 0 a prnivate mhnage—
ment domain that has no direct
connecnon t© an adminisgration
management domain 1S not seen
by the lanter, ie., messages
desnned for such a user agent can-
not oe transterred through the
puplic adminiscation manage-
ment domains as their addresses
cannot be resoived into transfer
routes.

8. Physical Delivery

878

Figure 7-1:

Management Domains

The value of the message handling service was increased by coanecting it 10 physical
delivery (PD) systems such as the traditional postal service. This will allow for hardcopy
delivery of messages originated within the message handling system, and in some cases will
aloow for the return of noufications from the physical delivery services to the message ongi-

nator.

All users of the message handling service have the ability to generate messages for sub-
sequent physical delivery. This is assured by a appropriate address form, the postal O/R

address, that can be used as a recipient in the envelope part of any message.
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It is important to note that the physical delivery option has also been defined for the interper-
sonal message service. Thus, interpersonal messages, the (currently) most important applica-
tion of the message handling service, can from the beginning of the physical delivery possi-
bility be forwarded to the physical delivery system.

A physical delivery access unit (PDAU, c.f. figure 3-2) converts an electronic message to
physical form, a process called physical rendition. An example of this is the printing of a
message and its automatic enclosure in a paper envelope. The access unit passes the physi-
cally rendered message 1o a physical delivery system for further relaying and eventual physi-
cal delivery.

A protocol between MTAs and access units has not been defined. It is assumed that access
units reside together with an MTA in the same physical system and that all interfaces are
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9. Supplementary Services

The supplementary services that the transfer system can render are listed in the table 9-1
(1984 ser). Only a few of them will be explained here in this section. A more complete list is
found in the annex (1988 set) and all the services are described in the respective recommen-
datons.

Compared to the regular mail service. it is a simple task for an electronic message handling
systems to make multiple copies of a message. This supplementary service “multi-destina-
uon delivery”, therefore, allows the submission of a message with several addresses on the
envelope; the message handling system will create enough copies of the message o deliver
one 1o each recipient mentoned on the envelope, For each recipient, the originator can seta
flag, instructing the message system to hide all the other recipients or if the flag is not set
allow the recipient to find on the delivered envelope the addresses of all other recipients.

The message handling system offers the supplementary service “content conversion™ It is
therefore possible for a recipient having only faximile capabilities to receive a message that
onginally was coded as a text message. The fact that a content conversion has been applied
s reflected as an indication on the delivery envelope. The conversion is impiicit and deter-
mined by the respective capabilities of the originator and recipient equipment; however, the

onginator  can

r -
! Basic Access Management also _ ask for an
: Content Type identification explicit conver-
Convertad Identification : -
: Delivery Time Stamp indication sion or he can in
i Maeszage Identification struct the mes-
Non-Dallvery Notification i
| Original Encoded Information Types bt handling
i Ragistered Information Types system (0 per-
t Submission Time Stamp Indication form no conver-
! Submission Ahernate Reciplent Allowsd sion at all. Pro-
and Deferred Delivery 1hii -
| Delivery Deferred Dellvary Cancallation hibiting conver
l Dailvery Notification sions might ren-
Disclosure of other Reclplents
'. Grade of Dellvery Selection der 8 =FRoARgc
! Multl-Destination Delivery undeliverable.
! Prevention of Non-Deilvery Notification
1 Return of Contents A fumt sup-
Conversion Convarsion Prohibition plementary serv-
Explich Conversion ices is the possi-
lich Converslon e
e 2 bility of transfer-
Bunry Probe ring a probe. A
Status and Alternate Reciplent Assignment probe is basi-
Information Hold for Delivery cally an en-
velope without
Table 9-1: The Supplementary Services of the Message Transfer any content. A

Service (1984) possible usage of
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Figure 9-1: Distribution Lists

the probe is in the case where a long document should be transmired 1o a recipiant with
whom no prior communication has been taken part. The delivery or non-delivery nodfica-
tion rerurned as a resuit of the probe ransmission indicates whether the recipient address is
correct (i.e., whether the transfer system can deliver the message) and it also indicates
whether content conversion would be necessary when the docoment 1s mransferred.

The “probe recipient” itself is oblivious to the fact of such a probe transmission. The probe
traveis only up to the MTA that would perform the actual delivery of a real message; there it
is converted into a report that is returned to the originator.

For the recommendations to be published in 1988 two essennal new supplementary services
have been defined: distribution lists and secure messages.

The address of a distribution list is in no way different from one of a normal recipient and an
originator has no knowledge that the addresses in a message arc to such a distribution list.
However, when a message reaches the MTA responsible for the distribution list the MTA
expands the distribution list onto the envelope, i.c., all member addresses of the distibution
list are added as recipients to the envelope of the message.

Distribution lists can itself be members of other distribution lists. To safeguard against end-
less cxpansion Joops an appropriate system has been implemented. However, because this
system works only in the MTAs adhering to the 1988 recommendations and 1984 MTAs
lack this mechanism, any message arriving from (or through) a 1984 MTA is prohibited
from enacting an expansion. A non-delivery notfication is returned to the originator.
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As so0n as a message reaches the tirst expansion point, a delivery noafication (if requested)
is returned to the originator. when the replicated messages travel further through the system,
they may again mgger a notification. However, these nodfication are not relayed to the ini-
tal originator but are deflected to the “owner” of the distribution list (c.f. figure 9-1).

Security in the message handling systemn refers to the security of a message against casual or
deliberate inspection by third parties. An authentication system based on the assymentric
public key crypto system, originator and recipient can agree on a mutual key for encyphering
and decyphering of a message. The MTAs have to be included in this security concept as
they need the information on the envelope to route the message and perform the requested
supplementary services.

Without further explanation of the details envolved, the table (c.f. Table 9-2) shows which
supplementary services have been defined with respect to which security aspects. The table
also gives an indication as 1o which security aspect can be employed between which system
components.

Elsmenis of Sarvice UA M3 UA UA I MTA | MTA | MS
- - - - ] - - ] -
M3 | MTA | ua ll*l’x\iwm.tu.\!L.mI
' Mesaage Origin Authentcation i ° ° |
| Report Origin Authentication i o L] |
~ Probe Origin Authentication ! °
| Proot of Delivery ! ° | o ]
Prool of Submission ! Q1
Sacure Access Mansgement ! ° o ° o I o | °
Content Integrity ! e {
Content Confidentislity i o
Mesange Flow Confidentialiry | o o
Massage Sequence Inlegrity [ L]
Non-Repudiation of Origin o o
Non-Repudiation of Submisalon l i o
Non-Repudiation of Dedivery ] e
Message Sacurity Labelling o l o o o o o o

Table 9-2: The Supplementary Services for Secure Messages
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10. Electronic Business Data Interchange

Since several years, ISO has been working on the definition of formats to allow the ex-
change of business data (EDL, i.e., orders, invoices, etc.) from machine 1 machine. Trials of
such EDI exchanges have for example taken place within the community of large chemical
organizations in Europe.

CCITT is currently working on a recommendation of how such EDI data could be trans-
ported with the store and forward message handling system. There are many advantages to
using the MHS for such a purpose. Today's implementations of EDI rely on access to the ad-
ministrative computers via remote job entry facilities in those computers: however, those en-
mes couid be misused to gain other information from the systems involved. With the use f
MHS, all messages arrive at the computers wrapped in an envelope and it is only the receiv-
ing computer that can open this envelope and perform necessary operatons and always
ander its control.

An intermediate solution has been adopted under the guidance of the European communi-
aes. In this solution. the EDI data is coded as prescribed by the respective ISO standard (IAS
iext) and transported like an interpersonal message. All header ficlds that otherwise are so
useful for the communication between humans are to be ignored.

Basically, the direction CCITT is taking with its definition does not depart far from this in-
termediate solution. A new content type (PEDI) is being defined that consist of a header and
a body. The body also contains the unaltered IAS EDI text as specified by ISO. The header,
on the other hand. is an extract of the EDI header in a format conforming to the X.400 world.
Through this mechanism, it becomes possible to utilize already existing message handling
,ervices (especially remeval by attributes from the message store).

11. Summary

Message handling systems with already a long tradition in the academic world are since a
few years also being introduced in the commercial world. The 1984 set of recommendations
of X.400 allow the interconnection of all those (so far) isolated message handling systems
into one global system that can provide a service worldwide.

Having done pioneering work for application layer service clements (RTSE and ROSE), it
was unfortunate that the complete application layer structure as now standardized by ISO
has not been forseen correctly. This led to a complete restructuring of the 1988 set of recom-
mendations. In addition to this restructuring, CCITT also complemented the recommenda-
tions especially in the area of interworking with the postal system and other telemauc serv-
ices as well as the provision for secure messages. ,
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With the X.400 set of recommendarions published in the blue book and also available as the
[SO standard 10021, there exists now a complete and stable set of standards thar will pro-
mote the implementation of a universal message handling service. Large private domain and
dministrative domain nerworks as well as small single user systems can cooperate to allow
every message handling system user to reach any other user in the world.

However, much work still is needed in the content definition area. This will open the mes-
sage handling system to other applications than interpersonal messages. For example,
CCITT is currently defining recommendations 1o allow the transfer of business data (EDI)
vhere the users are envisaged to be primarily administrative computer systems in large, me-
dium. and small companies.
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ANNEX — Definitions of Elements of Service

Note The abbreviations used in the title line have the following meanings:

MT Message Transfer

PM Interpersonal

PD Physical Delivery

MS Message

PR Per Recipient (available on a per-recipient basis)
Access Management MT

This element of service enables a UA and MTA 1o establish access 1o one another and 1o managg in-
formation associated with access establishment.

The element of service permits the UA and MTA 1o identify and validate the identity of the other. It
provides a capability for the UA w specify its O/R Address and to maintain access security. When
access secuniy is achieved through passwords, these passwords can be penodically updated.

Note A more secure form of access management is provided by the element of service Secure
Access Management.

Additional Physical Rendition PD PR

This element of service allows an originating user o request the PDAU 10 provide the additional
rendition facilities (e.g., kind of paper, coloured printing, etc.). Bilateral agreement 1s requured to use
his clement of service.

Alternate Recipient Allowed MT

This element of service enables an originating UA to specify that the message being submited can
beddiwmdnmaﬂunﬂeteupmudnmgedbehw.

A destination MD will interpret all of the user attributes in order to select a recipient UA. Three
zases can pe disunguished:

L, 4!l the agnbutes maich preciscly those of a subscriber UA. Delivery is attempted to that
JA.

ol Either insufficient atributes are supplied or those supplied match those of more than one
upscriber UA. The message cannot be delivered.

3 At least the minimum set of aunbutes required by the destination MD is supplied. Never-
(heless, taking all of the other attnbutes into account, the atmbutes match those of no UA.

in case 3, an MD that supports the Altemate Recipient Assignment element of service can deliver
the message 1 a UA that has been assigned 10 receive such messages. This UA will be noufied of
the O/R Address of the intended recipient as specified by the originator. Delivery w this UA will be
repored in a delivery noafication if requested by the onginator.

Alternate Recipient Assignment MT

This element of service enables a UA to be given the capatxlity to have certain messages delivered
w it for which there is not an exact match between the recipient attnbutes specified and the name of
the user. Such a UA is specified in terms of one or more attnbutes for which an exact maich is re-
quired, and one or more atnbutes for which any value is acceptable. For example, an organizaton
can establish a UA 1o receive ail messages for which country name, Administration cment
Domain name and organization name (for cxampie, company name) are an exact maich but the per-
sonal name of the recipient does not correspond to an individual known by an MHS in that organiza-
tion. This permits the organization o manuaily handle the messages 10 these individuals.

In order for a message (o be reassigned 10 an altemate recipient, the originator must have requested
the Aliernate Recipient Allowed Element of Service,
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Authorizing Users Indicanon PM

This element of service allows the originator 1o indicate to the recipient the names of the one or more
persons who authorized the sending of the message. For example, an individual can authorize a par-
ucular action which is subsequeatly communicated 1o those concemed by another person such as a
secrewary. The former person s said to authorize its sending while the latter person is the one who
sent the message (ongmator). This does not imply signature-level authorization.

Aulo-Forwarded Indicanon PM

This element of service allows a recipient (o determine that a bodv of an incoming IP-message con-
amns an [P-message that has been auto-forwarded. Thus the recipient can distinguish from that
where an incoming [P-message contains a forwarded message (as described in B.32) in the body. As
with a forwarded [P-message, an auto-forwarded [P-message can be accompansed by information
(for example, ime stamps, indication of conversion) associated with its onginal delivery,

Note The indication that auto-forwarding of an [P-message has occurmred enables a recipient
[PM UA. should it so choose, to prevent further auio-forwarding and thus the possibility
of loops. In addition, a recipient IPM UA can choose whether or not 10 auto-forward
based on other critena (for example, sensitivity classification).

When an IPM UA auto-forwards an [P-message, it designates it as auto-forwarded. If receipt/non-
receipt noufication has been requesied for the IP-message being aulo-forwarded, the [PM UA
generaies a non-recerpt notification informing the originator of the auto-forwarding of the [P-mes-
age. The notification opuonally includes a comment supplied by the originally intended recipieat.
No further notification applying 10 the auto-forwarded [P-message 1s generated by any (PM UA.

Basic Physical Rendition PD PR

This element of service enables the PDAU to provide the basic rendition facilities for convertng the
MHS message into a physical message. [is is the default action to be taken by the PDAU.

Blind Copy Recipient [ndicaton PM PR

This element of service allows the onginator 10 provide the O/R name of one or more additional
users, or DLs. who are intended recipients of the [P-message being sent. These names are not dis-
closed 1w either the onmary or copy recipients. Whether or not these additional recipients are dis-
:losed to one another is a local matter,

Body Pan Encrypuon Indicaton : PM

This element of service allows the originator to indicate 0 the recipient that a particular body part of
the [P-message being sent has been encrypted. Encryption can be used 1o prevent unauthonzed in-
pecnon or modification of the body part. This element of service can be used by the recipient 0
sciermine that some body pan(s) of the [P-message must be decrypted. This clement of service,
nowever, does not isell encrypt or decrypt any body part.

Content Confidentiality MT

T'Ithdunuuofmuccdhmmmm“uflmmmcplmummdumﬁm
disclosure to recipsents other than the intended recipient(s). Content Confidentiality is on a per-mes-
sage tams, and can use either an aSYmMmec or a SYMMENc encrypuon echnique.

Content Integricy MT PR

This element of service allows the originator of the message 1o provide 1o the recipient of the mes-
sage a means by which the recipient can venfy that the content of the message has not been
maodified. Content Integrity is on a per-recipient basis, and can use either an asymmetnic or a sym-
metnc encrypuon technique,

Content Type Indication MT
Thi:dmuuofmima:ahlumuigimﬁngUAnindtned:gmnmtypefae:hmm

message. A recipient UA can have one or more content types delivered o it. An example of a con-
tent type is the contents generated by the [PM class of cooperating UAs.
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Conversion Prohibition MT

This element of service enables sa originating UA 10 instract the MTS that implicit eacoded infor-
mwmnm“hpuwhnmmm“n

Conversion Prohibition in Case of Loss of Information MT
This element of service enables mn originating UA w0 instruct the MTS that encoded information
type conversion(s) should not be performed for a particular submitied if such conversion(s)

would result i jogs of informanon. Loss of information is discussed in im X408,

Mﬂdhﬂmﬁmﬁdﬂﬁweﬁnﬂdmﬁehﬁhﬂeﬂﬂ.ﬂ:lﬂﬂﬂm

Note  This clement of service will not protect against possible loss of information in certain
mmmmbmnwz:mmnmwh

Coavered Indication MIT MR

This element of service enables the MTS 10 indicase 10 a recipient UA that the MTS performed en-
MMwmunﬂmmmmﬁmUAu informed of the
resuiling Lypes.

Counger Collection PD PR

This element of service allows an originating user o instruct the PDS 10 keep the physical message
MHMMIMWMM“”&W.W&MMM which

oifers counter collection service closest 1o the given recipient’s
Counser Collection with Advice PD PR

This element of service allows an originating user 10 instruct the PDS 10 keep the physical message
mhmﬂm-uwﬂoﬂhmwhﬁﬂnﬂmunﬁemo{ﬁwm
offers coumser collection service closest 10 the given recipicat’s address. and to inform the recipient
via ielephone, or elex, or ieleex, using the number provided by the onginator.

Cross-referencing Indication PM

mmammumnmmﬁmummmmgmgm
:ymm'm{mummﬂ'-mThiunhluﬂnrecipicm‘sIPMUA.foru-
ampile, 10 retrieve from siomage 2 copy of the referenced [P-messages.

Deferred Delivery MT

This element of service enables an originating UA 10 insgruct the MTS that a message being sub-
mitsed shall be delivered no sooner than a specified date and time. Delivery will take place as close
10 the date and time specified as possible, but not before. The date and time specified for deferred
delivery 1s subject 1o a limit which is defined by the onginator's management domain.

Note Storage of the message shall be handled in the onginating country.
Mﬁ“ofw:uhhnodﬁnﬁuUAmimwumSmam:vayu-
cessfully submitted deferred delivery message. The cancelllation attemx may or may not always suc-

coed. Possible reasons for failure are: deferred delivery time has passed, or the message has already

Delivery Notification MT PR
This element of service cnables an oniginating UA w0 that the originating UA be explicitly
sotified whea a submitied message has peen delivered to a recipient UA or Access

Unit. The notification is related 10 the submitted message by means of the message identifier and in-
Mhhﬁhd&ﬂm.hhmdl@ﬁ-ﬂnhm.mmmu&
=an request this clement of service on a per-recipient basis,
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When a message is delivered afler distribution list expansion, then, depending on the policy of the
distribution list. the notfication can be sent 10 either the list owner, the message onginator, or both,

Delivery notfication carries no implicftion that any UA or user action, such as examinagon of the
message s conéent, has (aken place.

Delivery Time Stamp Indication MT PR

This element of service enables the MTS (o indicase o a recipient UA the date and time at which the
MTS delivered a message. In the case of physical delivery, this element of service indicates the date
and time at which the PDAU has taken responsability for printing and further delivery of the physical
message.

Delivery via Bureaufax Service PD PR

This element of service allows an originating user 10 instruct the PDAU and associated PDS 1o use
the Bureaufax Service for transport and dedivery.

Designation of Recipient by Directory Name MT FR

This element of service enables an onginating UA 10 use a Directory Name in place of an individual
recipsent’s O/R Address.

Disclosure of Other Recipients MT

This element of service enables the originating UA 10 instruct the MTS when submitting a multi-
recipient message, w disclose the O/R names of all other recipients w0 each recipient UA, upon
Mmdhmh%mdmhndmumwhﬂbydnmmg&tﬂﬂmh
uon list expansion has been performed, then only the onginator specified DL name will be disclosed,
and not the names of its members.

DL Expansion History Indication MT

This element of service provides (o a recipient, at delivery, information about the distribution list(s)
through which the message has amved. It is a local matier as w0 how much of this informaton is
presented o the recipsent.

This element of service allows an mm;mwwﬂyuﬂmdﬂnmwmmv
ar via reassignment refer (0 a diseribution list, then no expansion shall occur. Instead, a Non-delivery
Notficauon will be returned 10 the onginanng UA, unless Prevenuon of Noa-delivery Notification

has been requesied.
EMS (Express Mail Service) PD PR

This element of service allows an originating user w0 mstruct the PDS 10 transport and deliver the
physical message produced from the MHS message through accelerated letier circulation and
delivery service (such as EMS or the equivalent domesuc service) in the destination country.

Expiry Date Indicabon PM

This element of service allows the onginator o indicate to the recipient the date and time afier which
he considers the [P-message to be invalid. The intent of this element of service is 0 state the
ongmator’s assessment of the current applicability of an [P-message. The particular action on behalf
of a recipient by his IPM UA, or by the recipient himself, is unspecified. Possible actions might be 1o
file or delete the [P-message after the expiry date has passed.

Explicit Conversion MT PR

This element of service enables an oniginatng UA to request the MTS o perform a specified conver-
sion, such as required when interworking between different Telematic Services. When a message is
delivered after conversion has been performed, the recipieat UA is informed of the original encoded
information types as well as the current encoded information types in the message.

Note I:  This element of service is intended to support interworking with Telematic terminals/Ser-
vices.
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Note2: When DL Names are used in conjunction with this element of service, conversion will

spply 10 all members of the DL.
Forwarded [P-message Indication PM
This clement of service allows a forwarded [P or a forwarded [P-message plus its

“delivery information” to be sent as the body (or as one of the body parws) of an [P-message. An in-
Mu?,""""“:wm" with body Feipef Bt gt h o it e

can ! types. s
thEhmMﬂwmmm-wlr’ is
stamps and indication of conversion). However, inclusion of this information along with a
forwarded [P-message in nO way guaranices that this detivery informadion is validated by the MTS.

The Receipt Notification Request Indication and the Non-receipt Notification Request Elements of
Service are not affected by the forwarding of a [P-message.

Grade of Delivery Sclection MT

This element of service enables an onginating UA 10 request that ransfer through the MTS be wr-
gent or nos-urgent , rather than normal. The time periods defined for and urgent transfer
are longer and shorer, respectively, than that defined for normal transfer. indication is also sent
%0 the recipsont with the message.

Hold for Delivery MT

This element of service enables a recipient UA w0 that the MTS hold its messages and remumn-

ing notifications for delivery until a later time. The UA can indicate to the MTS when it is unavail-
o take delivery of messages and notfications, and also, when it is again ready to accept
wdﬁﬂm&u&lmmmcﬂmnMUAMm

sages are waiting due 10 the criteria the UA established for holding messages. Responsibility for the
management of this element of service lies with the recipient MTA.

Criteria for requesting a message 10 be held for delivery are: encoded information type. content type,
for that message expures, uniess the recipient releases the hold prior to its expery.

Nots The Hold for Delivery Element of Service is distinct from the message store facility. The
Hold for Delivery Element of Servics provides temporary o facilitate delivery
and only afier a message has been transferred 1o the recipient’s UA, is delivery notifica-
ﬁmmﬂthmmﬁdﬂqmuumau&ﬂmhm»
siore messages for an exiended period of time. Unlike the for Delivery Element of
Service, delivery notfications are retumed as soon as the message is placed in (that is,
delivered 10) the message store.

Implicit Conversion MT

This clement of service enables a recipient UA © have the MTS perform for a peniod of time any
mmﬂﬁammm.mmmmmﬁmUA:ﬁ
plicitly requests this element of service on a per-message basis. If the encoded information type
-apabilities of the recipient UA are such that more than one type of conversion can be performed, the
mosi appropriaie conversion is performed. When a message 18 delivered afier conversion has been
performed. the recipient UA is informed of the original encoded information types as weill as the cur-
remt encoded informanion types in the message,

Importance indication PM

This clement of service allows the originator to indicate w the recipients his assessment of the im-
E:g-mdu [P-message being sent. Three levels of impartance are defined: low, normal, and

This element of service is not related 10 the Grade of Delivery Selection Element of Service
provided by the MTS. The particular action taken by the recipient or his [PM UA based oa the im-
portance categonizanon is unspecified. It is the intent to allow the recipient [PM UA, for example, 0
mﬁwhﬂﬁﬁmwnﬂhm&hdﬂdﬂm
sages of high importance. '
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A36 Incomplete Copy Indication PM

This element of service allows an origigator 10 indicate that this [P-message is an incomplete copy of
an [P-message with the same [P-message identification in that one or more body parts, and/or head-
ing fields of the onginal [P-message are absent.

A37 [P-message Identification PM

This element of service enables cooperating [IPM UAs 1o convey a giobally idendfier for
ml?-umgnmumved.ﬂnl?m%umﬂdn name of the
originator and an identifier that is unique with respect to that name. (PM UAs and users use this
identifier to refer t0 a previously sent or received [P-message (for example, in receipt notufications).

A38 Language Indication PM
This element of service enables an onginating UA to indicase the language type(s) of a submitted [P-
message.

A39 Latest Delivery Designation MT
This clement of service enables an UA 1o specify the latest time by which the message is
to be delivered. If the MTS cannot mﬁh“wﬂeﬂ.ﬁawlmmm

cancelled. On muiti-recipient messages, the istest delivery time can expire prior 10 delivery to all
recipacnis, but this will not negate any deliveries which have already occumed.

A 40 Message Flow Confidentiality MT

This element of service allows the originator of the message 10 protect information which might be
denved from observation of the message flow,

Note Only a limited form of this is supporied.
A4l Message Identification MT

This element of service enables the MTS to provide a UA with a unique identifier for cach measage
or probe submited or delivered by the MTS. UAs and the MTS use this identifier to refer wo a
wously submimed message in connection with Elements of Service such as Delivery and
Jelivery Noufication.

A4l Message Origin Authentication MT FR

This element of service allows the on ofa © 10 the recipient(s) of the mes-
sage, and any MTA through wmmfuﬁw:ﬂﬂmwrmmthMMgmdh
message can be authenticated (i.e. a signanwe). Message Origin Authentication can be provided to
the recipieny(s) of the message, and any MTA through which the message is transferred, on a per-
message basis USing an asymmetnic encryption iechmique, or can be provided only 1o the recipient(s)
of the message, on a per-recipient basis using either an asymmetnc or a symmetric encrypuon tech-
nque.

A4l Message Security Labelling MT

This element of service allows the originator of a message (or probe) 10 associate with the messago
iand any reports on the message or probe) an indication of the sensitivity of the message (a security
«abel). The message security label may be used by the MTS and the recipient(s) of the message to
d:md:hmdﬁn;ufﬂnmgeinlh-ﬂh“npnﬁqinhm

Ad4 Message Sequence Integrity MT PR

This element of service allows the originator of the message 0 provide 1o a recipient of the message
a means by which the recipient can verify that the sequence of messages from the originator to the
recipient has been preserved (without message loss, re-ordering, or replay). Message Sequence In-
legnty is on a per-recipient basis, and can use either an asymmetric Of & SYMmMmetric encryption tech-
nque.
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A4S Maulti-destination Delivery MT PR
mwdmm-nmﬁiﬂuUAnwﬂghnw ing submitied is 10 be
i A_ Simultancous delivery

delivered 0 more than one recipient to all specified UAs is not implied
by this element of service.
A46 Multi-part Body PM

This clement of service allows an originator 10 send 1o a recipient or recipients an [P-message with a
bﬁyhhpﬁﬂpﬂdmmmmmumﬂmdmmmn
conveyed along with the body part.

AAT Noe delivery Notification MT PR
This element of service enables the MTS 10 notify an originating UA if a submitzed message was not

delivered 10 the specified recipient UA(s). The reason the message was not delivered is included a5
part of the notification, For example, the recipient UA can be unknown to the MTS.

In the case of a multi-destination message, a non-delivery noafication can refer o any or all of the
recipsent UAs to which the message could not be delivered.

When a message is not delivered after distribution list expansion, then, depending on the policy of
the distribution list, the notification can be sent to either the list owner, the message onginator, o
both.

A48 Non-receipt Notification Request PM PR
This element of service allows the originator to ask that he be notified should the [P-message be
deemed unreceivable. In the case of a multi-recipient [P-message, the originator can request this ele-
ment of service on & per-recipient basis,

The originator's UA conveys his request 10 the recipient’s UA. The UA automatically issucs a non-
recerpt notfication when any of the following events occur:

1 The recipient’s UA auto-forwards the [P-message to another user.

8 The recipient’s UA discards the [P-message prior 1o receipt.

1 The recipient’s subscription is terminated before he receives the [P-message.

Since receipt can occur arbitrarily long after delivery, the recipient’s failure 10 access the [P-mes-
sage, even for a long period of time (for example, while on an exiended business trip), does not con-
sutute non-recegpt and thus no notification is issued.

Notz No legal significance can be adduced from this element of service.

AA49 Non-repudiation of Delivery MT PR

This element of service allows the originator of a message to obtain from the recipient(s) of the mes-
sage urevocable proof that the message was delivered o the recipient(s). This will protect against
nymwlhmqiaﬂs)nsWydmymﬂvigmemwtumNm-
rcpnnimot'Dcli\_ra-yhmvﬂadmﬂmgimdnmm:w—mm:bn‘:mg
Asymmetnc encrypton iechniques.

A.50 Non-repudiation of Origin MT PR

This element of service allows the originator of a message 10 provide the recipien((s) of the message
irrevocable proof of the arigin of the message. This will protect against any atiempt by the originator
wmmmﬂmmwmmm«pﬁmdnghhmwmm
recipient(s) of a message on a per-message basis using asymmetric encryption techniques.
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A5l Non-repudiation of Submission MT

This element of service allows the originator of a message 10 obtin imevocable proof that a message
was submitted 10 the MTS for delivery o the originally specified recipient(s). This will protect
against any atempt by the MTS to subspquently deny that the message was submitied for deliviry 1o
the onginaily specified recipient(s). Non-repudiation of Submission is provided to the onginator of a
message on a per-message basis, and uses an asymmetnic encrypuon lechnique,

A.52 Obsoleting Indication PM

This element of service allows the originator 10 indicate 10 the recipient that one or more [P-mes-
sages he sent previously are obsolete. The [P-message that cames this indication supersedes the ob-
solewe [P-message.

The action 10 be taken by the recipient or his IPM UA is a local matier. The intent. however, is 10
allow the [PM UA or the recipient to, for example, remove or file obsolee messages.

AS53  Ordinary Mail PD PR

This element of service enables the PDS 1o transport and deliver the letter produced from the MHS
message in the mode available through the ordinary letier mail service in the country of desunation,
This is the defanlt acuon for the transport and delivery of a physical message.

AS4 Original Encoded Information Types Indication MT

This element of service cnables an originating UA to specify 10 the MTS the encoded information
lypes of a message being submitted. When the message 1 delivered. it also indicates 1o the recipient
UA the encoded information types of the message specified by the originanng UA.

ASS Originator Indication PM

This element of service allows the identity of the originator 10 be conveyed to the recipient The in-
tent of this [PM element of service is to idenufy the originator in a user friendly way. in contrast, the
mmnmwﬂmmmmummm present, of the
ongmawr, DL Names not be used in Originator Indication.

AS6 Originaior Requested Alternate Recipient MT PR

This element of service enables an originating UA to specify, for each imended recipient, one alter-
nawe recipient 0 which the MTS can deliver the message, if delivery o the intended recipient is not
possible. The alternace recipient can be a distribution list. For the purposes of determining success or
{ailure (and hence delivery and non-delivery notifications), delivery to the onginator requested alter-
nate recipient i equivalent o delivery o the intended recipient. If the intended recipient has re-
Juesed redirection of incoming messages, and if the originating UA has requested Redirection Al-
lowed by the Originator, the system first tries 10 redirect the message. [f this fails. the sysiem then at-
lempts 10 deliver the message Lo the designated alternate recipient.

157 Physical Delivery Notfication by MHS PD PR

This element of service allows an originating user to request that an explicit notfication, informing
mmmofddummﬁdwmﬁmdeﬁmdmwpdmhemﬂ .
reurned by MHS, The noufication provides information on delivery but no physical record is
provaded by the PDS,

Note 1:  The notification includes the date and time of delivery based on the delivery confirmation
given by the delivery persom, the addressee or another authonzed person. This is subject
t0 nanonal regulations in the destination country and is also dependent on the type of
delivery requested (e.g., in the case of Registered Mail 0 Addressee 1n Person, the ad-
dressee would be the confirming person).

Note2:  This notification carries no implication that any action on the part of the recipient (such as
examinagion of the message content) has taken place.

Note 3: Wmmdmﬂhmmhmwnmﬂ.ﬁmﬁh.h
udummdunhmvﬂhuﬂgwuﬁmﬂmgﬂﬂminhduﬁnﬁmmy.
which means that the de action of the clement of service B.91 is overndden.
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A58 Physical Delivery Notification by PDS PD PR

This element of service allows an originating user 10 request that an explicit notification, informing
the originator of either successful or unsuccessful delivery of the physical message. be generated and
returned by the PDS. The notfication serves as a record of delivery for the originating user to retain
for reference.

Note 1:  The notfication hxiud:sﬂudntquﬂﬁmg.ﬂ.inhmdmﬁﬂ delivery, the

delivery person, the addressee or another authorzed person. This 1s subject 10 national

jons in the destination country and is also dependent on the.type of delivery re-
qm(e.;..mm“dkwwwmtm&mm
be the coniirming person).

Note 2: This notification carries no implication that any action on the part of the recipient (such as
«xammation of the message content) has waken place.

Note 3: 'When this element of service is requested. and the physical message is undeliverable, it
aither returned or destroyed depending on national regulations in the destination country,
which means that the default action of the clement of service B 91 is overridden.

AS9 Physical Forwarding Allowed PD PR

This element of service enables the PDS o forward the physical message o a forwarding address if
mmuwmmmmmuum.mnuammm

by the PDS.
This element of service allows an originating user 1o instruct the PDS not 1o forward the physical
message 0 & lorwarding address.

A6l Prevention of Non-delivery Notification MT FR

This element of service enables an originatng UA to instruct the MTS not 10 return a non-delivery
notification 10 the onginating UA in the event that the message being submuaed is judged un-
deliverable. In the case of a multi-destination message, the onginaung UA can request this element
st service on a per-recipient basis.

A.62 Primary and Copy Recipients Indication PM

This element of service allows the originator to provide the names of zero or more users. or DLs,
who are the intended primary recipients of the [P-message, and the names of zero or more users, of
DLs, who are the inended copy recipients of the [P-message. It is intended 0 enable a recipient 1
determine the category in which cach of the specified recipients (including the recipient himself)
was piaced. The exact distinction between these two categones of recipients is unspecified.
However. the primary recipients, for example, might be expecied to act upon the [P-message, while
the copy recipients might be sent the [P-message for information only.

Note As an example of this element of service in a rypical memorandum, the pnmary recipients
are normaily designated by the direcuve “10:” while “cc:” identifies the copy recipients.

A6l Probe  MT

This element of service enables a UA w establish before submission whether a particular message
could be delivered. The MTS provides the submission information and gencrates delivery and/or
non-delivery notfications indicating whether 8 message with the same submission information
could be delivered o the specified recipient UAs.

The Probe Element of Service includes the capability of checking whether the content size, content

and/or encoded information types would it undeliverable. The significance of the result

a Probe depends upon the recipient UA(s) having registered with the MTS the encoded informa-

uon types, conient type and maximum message size that it can accept. This element of service is

subject 1o the same delivery time targets as for the urgent class. In the case of DLs, a Probe indicates

nothing about the likelihood of successful delivery 1o the DL members, but oniy whether the
onginator has the right 1o submit w the DL.
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A64 Probe Origin Authentication MT

Md«mtdmte;ﬁowsﬂnmigﬁuudambemmmmMTAﬂmqhwhkh_m
probe is transferred a means (0 authenticate the onigin of the probe (i.e. a signature). Probe Origin
Authentication is on a per-probe basis, and uses an asymmemnic encrypuon technique.

A65  Proof of Delivery MT PR

Th.‘udmuuofmiccalbwsd:oﬁgimdnmmgcnm&omﬂarmipimﬂs}ofum
mmmummmmmamms}mummmmmm
Mmymmm:mmmhmmuummmdammawmm
uhgchbuqmmtammcmypdmmqm

AB6 Proof of Submission MT

This clement of service allows the originator of 3 message 0 obtin from the MTS the means 1o
mmmmmmmwfumnmwymmm
sage submission authentication is provided on a per-message basis, and Can Use SYmmetnic of asym-
METX encrypaon echniques.

AT Receipt Notification Request Indication PM PR

Notification
The originator’s UA conveys his request 10 the recipient’s UA. The recipient can instruct his UA 10
honour such requests. either automancally (for » when it first renders the [P-message on the

recipicnit’s terminal) or upon his explicit command. The recipient can also instruct his UA, either in
blanket fashion or case by case, 10 ignore such requests.

A 68 Redirection Allowed by Originator MT
This element of service enables an originating UA 10 instruct the MTS. if the recipient has requested
‘ne Redirection of Incoming Messages clement of service, that redirection can be applied © a par-
acular submiited message.

A69 Redirection of Incoming Messages MT

Thhehmto!mimmbkuUAuWumbmdhmhcmhgmmm
10 . 10 another UA or 10 a DL. for a specified period of time, or until revoked.

Note 1 This is an MT element of service that does not necessitate delivery w0 the intended
recipient betore redirection can ke place. 1t is therefore distinct from the [PM Auto-For-
warded Indication Element of Service,

Note2  When security provisions are in force, different incoming messages. on the basis of their
secunty labels, may be redirected 10 separate alternate recipients or not redirected at all

A.70 Registered Mail PD PR
This element of service allows an originating user 1o instruct the PDS 10 handle the physical message
a8 regastered mail.

ATl Registered Mail to Addressee in Person PD PR

This element of service allows an originating user 1o instruct the PDS to handle the physical message
as regastered mail and o deliver it 1o the addressee only.

AT Reply Request Indication PM PR

Thhchmudmimdhw;dnmip’mnmqm&nnﬁﬁu:uﬂmt?—m‘pmﬂy
10 the [P-message that carries the request. The onginator can also specify the date by which any
reply should be sent, and the one or more users and DLs 10 whom the originator requests (but does
not demand) be among the preferred recipients of any reply. The recipient is informed of the date
and names but it is up 1o the recipient 10 decide whether or not, and if 0. 1 whom to reply.
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Nowe A blind copy recipient should consider carcfully o whom he sends a reply, in order that
the meaning of the Blind Copy Recipient Indication Element of Service is preserved.

Replying [P-message Indication PM

This element of service allows the originator of an IP-message o indicate to the recipieni(s) that this
[P-message is being sent in reply 10 another [P-message. A reply can, depending on the wishes of the
ngnator of the replied-to message, and the final decision of the originator of the reply, be sent to:
L. The recipients specified in the reply request indication of the replied-io message.

The originator of the replied-io message.

A distribution list. in which the originator of the replied-10 message can be a receiving
member.

5. Other recipients as chosen by the originator of the reply.

ml'ncipiunnnfuwraplymcdnhunmxmmmmdnﬁthmindlcadmofwhich
[P-message it is a reply 0.

il -

This element of service allows the originator of a message (or probe) to authenticate the origin of a
‘epon on the delivery or non-delivery of the subject message (or probe), (a signature), Report Origin
Authenucation is 0 & Der-report basis, and uses an aSymmetnic encrypaon echnique.

Request for Forwarding Address PD PR

This element of service allows an onginating user 10 instruct the PDS 0 provide the forwarding ad-
dress if the recipient has changed his address and indicated this © the PDS.

This element of service can be used with either Physical Forwarding Allowed or Prohibited. The
provision of the forwarding address by the PDS (o an originating user is subject 10 national regula-
10ns in the desunagion country. The default action is no provision of the forwarding address.
Requested Delivery Method MT PR

This element of service allows a user o request, on a per-fecipient basis, the preference of method or
methods of message delivery (such as through an Access Unit). Non-delivery results if preferencess)
cannot be sausfied.

Restricted Delivery MT

This element of service enables a recipient UA 10 indicate to the MTS that it is not prepared (0 ac-
cept delivery of messages trom certain onginating UAs or DLs.

Note This element of service can be requested in either of two ways:
L. Specification by the recipient UA of unauthorized senders, all other senders

are considgered as authonzed.
2 Specification by the recipient UA of authorized senders, all other senders
are consigered W be unau
Retumn of Content MT

This element of service enables an originating UA to request that the content of a submitted message
be returned with any non-delivery noufication. This will not be done, however, if any encoded infor-
mation type conversion has been performed on the message's conient.
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AT9 Secure Access Management MT

This element of service enables an MTS user w establish an association with the MTS. or the MTS
10 establish an association with an MTS user, or an MTA 10 establish an association with another
MTA. It also establishes the strong credentals of the objects 1 interact, and the context and
secunty-context of the association. Secure Access Management can use ather an asymmetnc or a
symmemc encrypoon technique. When access secunty 13 achieved through strong credentials, they
can be penodically updated.

A B0 Sensitivity Indication PM
This element of service allows the originator of an IP-message to specify guidelines for the relative
sensiavity of the message upon us recespe It is the inwent that the sensiuvity indication should con-
ol such iiems as:

1. Whether the recipient should have 1o prove his identity to receive the [P-message.

v Whether the [P-message should be allowed to be printed on a shared printer.
3 Whether an [PM UA should allow the recipient to forward the received [P-message.
4, Whether the IP-message should be allowed to be auto-forwarded,

E!M’l?fﬁm indication can be indicated (o the recipient or interpreted directly by the recipient’s
If no sensitivity level is indicated. it should be assumed that the [P-message's originator has advised

B0 resmcuon on e recipient’s further disposition of the [P-message. The recipient is free o for-
ward, prnt, or owherwise do as he chooses with the [P-message.

Three specific levels of sensitvity above the default are defined:
Personal:

The [P-message it sent (o the recipient as an individual, rather than to him in his role.
There is no impiication that the [P-message is privaie, however,

Private:
The [P-message contains informacon that should be seen (or heard) only by the recipient,
ind not by anyone else. The recipient’s IPM UA can provide services 10 enforce this in-
tent on behalf of the IP-message's ongmnator.

Company-confidential:
The [P-message contains information that should be according 0 company-specific pro-
cedures.

A 81 Special Delivery PD PR

This element of service allows an originating user 10 instruct the PDS 10 transport the letter produced
from the MHS message through the ordinary letter maul circulation system and 1o deliver it by spe-
vi1al messenger delivery.

A 82 Stored Message Alen MS

This element of service allows a user of an MS to register relevant sets of criteria that can cause an
alert © be generated (0 the user when a message armives al the MS sanisfying the selected criteria.
The generation of the alent can occur as follows:

L. If the UA is connected and on-line 10 the MS, the alert message will be sent 10 the UA as
S00n as a message armves at the MS that sadsfies the registered criteria for generanng
alerts. If the UA is off line then the next time the UA connects 1o his MS after a message
amves at the MS satisfying the registered criteria, the user wiil be informed that one or
maore alert cases have occurred, the details of which can be determined by performing a
Stored Message Summary.

v In addition to, or as an altemanive 1 #1 above, the MS can use other mechanisms 1o in-
form the user.
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A83 Stored Message Auto-forward MS

This element of service allows a user of an MS 10 register requests that the MS auto-forward sclected
messages that are delivered to it. The user of the can select through registration several sets of
critena chosen from the attributes available in the MS, and messages meeting cach set of criteria will
uMwmmmmmuDD.Auﬁs)mmu:wdﬁndnuhthﬂadwimdw
auto-forwarded message(s).

AB4 Siored Message Deletion MS

This element of service enables a recipient UA o delete certam of its messages from the MS. Mes-
sages cannot be deleted if they have not been previously listed.

A.BS Stored Message Feching MS

This element of service enables a recipient UA 10 fesch from the MS a message, or portions of 2 mes-
m.ThUAmfmhlm(mpuﬁm}hudmunmmmmﬂHcmbe
used for Stored Message Listing.

A.86 Stwored Message Listing Ms
This element of service provides a recipient UA with a list of information about cerain of its mes-
mﬂhhﬂ.ﬁhfmmMMMlm'smw

and content and others added by the MS. The UA can limit the number of messages that will be
listed.

AR7 Stored Message Summary MS

This element of service provides a recipient UA with a count of the number of its messages current-
Iy stored in the MS. The count of messages satisfying a specified criteria based on one or more -
mbutes of the messages stored in the MS can be requested.

3.48 Subject Indication PM

This element of service allows the originasor w0 indicate w the recipient(s) the subject of an [P-mes-
wum;mmmbmmfmmhwh:m:udﬂemuw

A.39 Submission Time Stamp Indicanon MT
mhdunulafmimmbhameMTSmiqﬁutmtheuigiuﬁngUAnﬂnd:mdpkmUAdn

iate and time at which 2 message was submitied to the MTS. In the case of physical delivery, this
ciement of service also enables the PDAU (o indicate the date and time of submission on the phrysi-

cal message.
AS0 Typed Body PM
This clement of service permits the nature and attnibutes of the body of the [P-message 0 be con-

ur.yentlougwuhutebody.Bacmthebodymundusomvm.ﬂwbo&ywmchmgu
over ume.

A91 Undeliverable Mail with Return of Physical Message PD PR

This element of service enables the PDS to return the physical message without delay, with reason
indicated 1o the onginator, if it cannot be delivered to the addressee. This is the default action o be

taken by the PDS.
Nota hﬂnuud"pmmmm"ﬂnmdmephyﬁulmﬁﬂmplmm
some penod of ume.
A9 Use of Distribution List MT PR

This element of service enables an originating UA o specify a distribution list in place of all the in-
dividual recipients (users or nested DLs) mentioned therein. The MTS will add the members of the
list to the recipients of the message and send it o those members. Distribution lists can be members
ﬁiw.hwhkhmutﬁnﬁm&mumhemw:m
places in .
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User Capabilities Registration MT

This element of service enables a UA to indicate w its MTA. through registration, the unresiricied
use of any or all of the following capabilities with respect 10 received messages:

L the conient type(s) of messages it is willing 0 have delivered o it,
2 the maximum content length of 2 message it is willing 0 have delivered 1o it,
3. the encoded information type(s) of messages it is willing to have delivered 10 it.

The MTA will not deliver 0 & UA a message or probe that does not maich, or exceeds, the
capabilities regisiered.




